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Executive Summary 
The main goal of this deliverable is to report on the implementation of the PhasmaFOOD 

software architecture on functional and system level. The main building blocks implemented for 

embedded software (on the PhasmaFOOD sensing device), mobile application and the cloud 

platform are reported. The document focuses on the PhasmaFOOD mobile application as 

integral part of the software architecture. The implementation details of the mobile application 

software in data preprocessing, decision making, process configuration and interaction with the 

end user is described. Then, the deliverable moves onto the PhasmaFOOD cloud platform as 

the focal point for all contextual and sensory data collected by the PhasmaFOOD sensing device 

and the mobile application. This document presents the main building blocks and functionalities 

of the PhasmaFOOD cloud platform and its interactions with the rest of the system 

architecture. Also, a preliminary report on the data analysis and decision making processes to 

be used in the cloud platform is presented. Finally, the document provides an overview of 

security and privacy protection procedures that will guide software development. At the end 

the deliverable describes the PhasmaFOOD SW development strategy with the selection of 

languages, tools, frameworks and libraries that are utilized for the software development. 
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3GPP 3rd Generation Partnership Project 

AAA Authentication, Authorization and Accounting 

AES Advanced Encryption Standard 

AF Aflatoxin 

AMP Alternate MAC/PHY 

ANN Artificial Neural Network 

API  Application Programming Interface 

APN Apple Push Notification 

ATT ATTribute protocol 

AWS Amazon Web Services 

BCN Battery Charging Needed 

BR Basic Rate 
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BT LE Bluetooth Low Energy 

CAC Channel Access Code 

CMOS  Complementary Metal-Oxide Semiconductor 

CPHA Clock Phase 
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CPU Central Processing Unit 

CO Confidential, only for members of the consortium (including Commission Services) 

COTS Commercial Of The Shelf 

CSS Cascading Style Sheets 

CRC Cyclic Redundancy Check 

D Demonstrator 

DA Data Analysis 

DB Database 

DCT Discrete Cosine Transform 

DDR3 Double Data Rate Type 3 

DL Deliverable Leader 

DRAM Dynamic Random-Access Memory 

DWT Discrete Wavelet Transform 

Dx.x Deliverable (where x defines the deliverable identification number e.g. D1.1.1) 

EDR Enhanced Data Rate 

EU European Union 

GAP Generic Access Profile 

GATT Generic Attribute Profile 

GCM Google Cloud Messaging 

GTS Go To Sleep 
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GUI Graphical User Interface 

HOD High level of Oscillations Detected 

HTD High Temperature Detected 

HTML Hypertext Markup Language  

HTTPS Hyper Text Transfer Protocol Secure 

HW Hardware 

I2C Inter-Integrated Circuit 

IC Integrated Circuit 

IMU Inertial Measurement Unit 

IP Internet Protocol 

JPEG Joint Photographic Experts Group 

JSON JavaScript Object Notation 

K-NN K - Nearest Neighbors   

KPI Key Performance Indicator 

LBD Low Battery Detected 

LDA Linear Discriminant Analysis 

LED Light Emitting Diode 

LOD Limit of Detection 

MAC Media Access Control 

MCU Microcontroller Unit 

MIC Message Integrity Check 

MISO Master Input Slave Output 

ML Machine Learning 

MMU Memory Management Unit 

MOSI Master Output Slave Input 

MPU Microprocessor Unit 

MQTT Message Queue Telemetry Transport 

MSC Multiplicative Signal Correction 

NCA No Connection Achieved 

NIR Near Infrared 

OS Operating System 

PAL Protocol Adaptation Layer 

PCA Principal Component Analysis 

PDU Protocol Data Unit 

PHY Physical 

PLS Partial Least Squares 

PLSDA Partial Least Square Discriminant Analysis 

PMIC Power Management unit Integrated Circuit 

POR Preprocessing Operations Required 

PU Public 

R Report 

RCN ReConfiguration Needed 
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RFCOMM Radio Frequency COMMunications 

RGB Red Green Blue 

REST Representational State Transfer 

RPP Restore Previous Process 

RSD Read Sensors Data 

SCLK Serial CLocK 

SDA Serial Data 

SDK Software Development Kit 

SiP System in Package 

SNV Standard Normal Variate 

SPI Serial Peripheral Interface 

SQL Structured Query Language 

SS Slave Select 

SSL Secure Sockets Layer 

SVM Support Vector Machine 

SUP Start UPdate 

SW Software 

TCP Transmission Control Protocol 

TCS Telephony Control Specification 

TLS Transport Layer Security 

TSD Transmit Sensory Data 

UI  User Interface 

UML Universal Markup Language 

UON User pressed button ON 

UPB User Pressed Button 

UPC UPdate Completed 

USB Universal Serial Bus 

UV Ultraviolet 

UX User Experience 

VIS Visible 

WP Work Package 
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1 Overview of the PhasmaFOOD software 

architecture 
 

The PhasmaFOOD system comprises three distinctive layers integrated together to provide 

scalable sensory and contextual data collection, as well as processing and analysis for food 

analysis related decision making. These three layers include: a portable sensing device, an end 

user mobile device (i.e. smartphone and tablet) and a cloud platform. The PhasmaFOOD 

software architecture is defined with the goal of taking full advantage of the envisioned system 

architecture. On the sensing device level, the embedded software integrates physical sensors 

including their configuration and read-out, data preprocessing, control logic and a 

communication interface. The PhasmaFOOD mobile application provides interface between the 

portable sensing device, as the primary source of sensory data, and the cloud platform which is 

the primary sink for all data streams. The mobile app also provides the interface towards the 

end user for configuring the food analysis process/measurements as well as visualizing and 

interpreting analysis results. The PhasmaFOOD mobile application may perform additional data 

processing in order to ensure that only relevant data is delivered to the cloud platform. Finally, 

the PhasmaFOOD cloud platform is the focal point of all sensory and contextual data coming 

from the portable sensing device, the mobile app and, if necessary, 3rd party data sources. The 

cloud platform is where the collected data is analyzed in depth. The platform hosts a data 

warehouse for all sensory and contextual data sets necessary for performing food analysis and 

deriving results. From this data warehouse data marts are derived for training different 

Machine Learning (ML)/Data Analysis (DA) models for realization of project use cases. Decision 

making algorithms (based on the trained ML models) are hosted on the cloud platform as well. 

Reactive (based on end user measurements) and proactive (strategic and based on data 

collected over time) decision making is performed based on the results of data analysis. Figure 

1 shows a high level overview of the PhasmaFOOD software architecture. 
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Figure 1-PhasmaFOOD SW architecture overview 
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1.1 Embedded software 
The embedded software runs on the PhasmaFOOD sensing device and directly interfaces with 

the physical sensors on one side and prepares data for use case centric analysis performed 

throughout the PhasmaFOOD system architecture. The key modules, comprising the 

PhasmaFOOD embedded SW, are presented in the Figure 2 below. 

 

Figure 2 PhasmaFOOD embedded SW high level structural diagram 

The PhasmaFOOD embedded software is responsible for the following key functionalities: 

¶ To configure the sensors with the parameters for the required type of measurement. 

¶ To run the activities of the sensors and light sources as a routine adjusted to the 

required type of measurement. 

¶ To receive the raw measurement data generated by the sensing components (NIR, UV-

VIS and camera). 

¶ To pre-process and normalize the received measurement data. These functionalities 

include averaging, subtraction and division operations for the spectroscopy data, as well 

as compression and feature selection for the image data. 

¶ To communicate the acquired measurement data to the mobile application and 

optionally directly to the cloud platform. The use of the latter functionality will be 

assessed to be integrated in the final PhasmaFOOD prototype. 

¶ To optionally perform decision making based on trained ML models and implemented 

procedures for each or some PhasmaFOOD use cases. The integration of this 

functionality will be assessed for the final PhasmaFOOD prototype. 

¶ To optimize the battery duration of the PhasmaFOOD device using power-saving modes. 

More details about the embedded software are found in D2.1 [1] and D5.3 [2] deliverables. 

1.2 Mobile application 
PhasmaFOOD mobile application is the middle layer in the PhasmaFOOD SW platform 

hierarchy. It has three main roles in the SW architecture of the PhasmaFOOD system: 
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¶ To provide the communication bridge between the embedded system of the smart 

sensing device and the cloud platform hosting cloud DB and data analysis models. The 

mobile application establishes a communication channel with the embedded system 

and sensing device over Bluetooth interface for sending measurement configuration 

parameters and receiving measurement data and measurement process feedback. On 

the other side, the mobile application maintains API with the PhasmaFOOD cloud 

platform for user and device registration and authorization, requesting data analysis on 

prepared measurement data and receiving analysis results.  

¶ To provide graphical user interface (GUI) towards the end users for managing 

PhasmaFOOD account, configuring individual measurements, configuring individual 

sensors, viewing measurement status and history and displaying food analysis results. 

The application also provides the end user with real time feedback on the measurement 

process (progress, alerts for correcting actions, current step in data communication and 

analysis). 

¶ To, optionally, perform data preprocessing and decision making based on trained ML 

models and implemented procedures for each PhasmaFOOD use case.  

The PhasmaFOOD mobile application will be developed for Android and iOS system. It will 

support both expert users (users in food analysis laboratories) and non-expert users who seek 

quick and simple interaction with the PhasmaFOOD system. For the first SW platform prototype 

we are focusing on development of the Android version (faster development and distribution) 

of the mobile application for expert users. Based on validation of the application by expert 

users both within and outside of the PhasmaFOOD project, we will specify a version of the 

application for non-expert users comprising a subset of functionalities enabled for expert users. 

1.3 Cloud platform 
The cloud platform is the focal point for all sensory and contextual data. The main roles of the 

PhasmaFOOD cloud platform are: 

¶ It hosts the PhasmaFOOD cloud database and data warehouse. The cloud database is in 

fact two separate databases: 

o Data warehouse - this database is used for storing all datasets used for training 

decision making and data analysis models. It also stores trained ML models for 

all use cases and sub use cases. 

o Operational database ς this database stores user profiles, unvalidated 

measurement data and analysis results.  

¶ The cloud platform performs data analysis chains specifically tailored and optimized for 

each project sub use case. These chains comprise data formatting, feature selection and 

classification or regression procedures through which received measurement data are 

analyzed in order to inform the end user on food state. 
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¶ Reactive and proactive decision making procedures are hosted on the cloud platform. 

These mechanisms are rule engines and state machines, which decide on proper data 

handling and analysis chain, system calibration and updates as well as overall data flows 

through the system.  

¶ The cloud platform hosts the cloud-mobile API handler and 3rd party API handlers for 

system integrators. 

¶ The web dashboard is hosted on the cloud platform. It provides interface for end users 

and system administrators to see the datasets, measurement history, to try different 

data analysis chains on the same measurement data and specify new data set to be 

collected with the PhasmaFOOD system.  

The PhasmaFOOD cloud platform in the first system prototype supports project partners in 

training food analysis algorithms, collecting and validating data sets for project use cases and 

validation decision making procedures. Based on these activities, the optimal set of procedures 

will be provided to the end users (experts and non-experts) in the final prototype. 

1.4 Matching requirements to software architecture 
Additional requirementsΩ ƳŀǘŎƘƛƴƎ Ŏŀƴ ōŜ ŦƻǳƴŘ ƛƴ 5рΦо ƻƴ άLƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ ŜƳōŜŘŘŜŘ 

ǎƻŦǘǿŀǊŜ ŦƻǊ tƘŀǎƳŀChh5 ǎƳŀǊǘ ŦƻƻŘ ŀƴŀƭȅǎƛǎ ǇƭŀǘŦƻǊƳέ Section 4. 

 

2 Data analysis and decision making  
2.1 Data analysis algorithms 
In this paragraph a brief introduction on the techniques utilized in this preliminary phase for the 

analysis of data coming from different sensing elements (VIS, NIR spectrometer, etc.). The first 

one is the Principal Component Analysis (PCA) used as an unsupervised technique but also as a 

standard pre-processing technique. The Partial Least Square (PLS) is used as regression model 

and inear Discriminant Analysis (LDA) is applied for the classification problem. These linear 

techniques have been preferred because preliminary datasets were not large enough to 

guarantee a reliable result when non-linear techniques are used.  

Before the description of data analysis techniques, a brief description of the preprocessing 

technique is given in the following section: 

2.1  Preprocessing step 

Before applying the regression or classification model, the data have to be pre-processed in 

order to reduce as much as possible all the non-reproducibility sources. For this reason, 

according to the sensing devices a different normalization is applied. For example, in the case of 

the VIS spectrophotometer a normalization using the reference and dark measurements is 

considered: 
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More details about the data normalization are given in the deliverables D2.1 [1], D3.1 [3] and 

D5.3 [2]. 

2.2  Principal Component Analysis (PCA). 

PCA is an unsupervised technique used to describe a dataset in a graphical representation 

carrying most of the data variance [4]. The axes of the new representation space are given by a 

linear combination of the original axes and they are requested to be uncorrelated and 

orthogonal. The first axis, calleŘ ŦƛǊǎǘ άtǊƛƴŎƛǇŀƭ /ƻƳǇƻƴŜƴǘέΣ ƛǎ ŎƘƻǎŜƴ ƛƴ ǘƘŜ ŘƛǊŜŎǘƛƻƴ ƻŦ ǘƘŜ 

ƭŀǊƎŜǎǘ ǾŀǊƛŀƴŎŜΣ ǘƘŜ ǎŜŎƻƴŘ ŀȄƛǎΣ ŎŀƭƭŜŘ ǎŜŎƻƴŘ άtǊƛƴŎƛǇŀƭ /ƻƳǇƻƴŜƴǘέΣ ƛǎ ǘŀƪŜƴ ŀƭƻƴƎ ǘƘŜ 

orthogonal direction to the first PC with largest variance, and so on. This procedure is depicted 

in Figure 3.  

 

 

Figure 3 A sketch of Principal Component procedure. PCA finds in the dataset the direction with 
maximum variance 

Principal Component Analysis is an algorithm that searches the optimal representation of the 

data in a subspace of smaller dimension, maximizing the variance of the dataset [4]. 

A scatter plot where the samples are represented as points in a space with coordinates the 

principal components (PCs) is called Scores Plot. Figure 3 (left) shows an example of Scores Plot 

in which with only a first PC it is possible to discriminate the two classes. 

The plot of the features on the plane spanned by the PCs is called 'loadings plot' and shows the 

contribution of the features to the calculation of the PCs.  

The loadings are concerned with the feature. They measure the contribution of each feature to 

the array. A high loading, for a feature, means that the principal component is aligned along the 

feature direction. 

On the other hand, features with a similar behaviour in all the PCs brings the alike information. 
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In the data analysis for the different use-cases PCA is applied as pre-processing technique to 

reduce the data dimension used as input for the classification phase. 

2.3 Partial Least Square (PLS). 

Partial Least Square (PLS) regression is a data analysis technique that combines characteristics 

from principal component analysis and multiple regression. It is mostly useful when we need to 

predict a set of dependent variables from a large set of independent variables (predictors).  

It originated in social sciences [4] but became popular in chemometrics due in part to Svante 

Wold [5] [6].  

Let us consider M observations described by K dependent variables which are stored in a MxK 

matrix denoted Y, the values of J predictors collected on these M observations are collected in 

the MxJ matrix X. 

The goal of PLS regression is to predict Y from X and to describe their common structure.  

PLS regression finds components from X that are relevant for Y. PLS regression searches for a 

set of components, called latent vectors, that achieve a simultaneous decomposition of X and Y 

with the restriction that these components explain as much as possible of the covariance 

between X and Y. Then, the PLS algorithm searches the subset of X that shows the maximum 

correlation with Y and provides as final output a regression vector B. The regression vector B is 

used to predict from the input data the output variable Yest.  

More details about the PLS algorithm can be found in ref [5] [6]. 

It is noteworthy that PLS is a projection method. Then, this technique can be seen as a 

projection of the X-matrix down on a K-dimensional plane in such way that the coordinates of 

the projection (ta a=1, ΧΣY ύ ŀǊŜ ƎƻƻŘ ǇǊŜŘƛŎǘƻǊǎ ƻŦ ¸Φ  

The prediction error of the model is strongly dependent on the number of variables (features) 

and on the number of measures. In the case of small datasets, a cross validation technique is 

applied to obtain a realistic error estimation. The number of the Latent Variables that minimize 

the prediction error in the validation phase, are used to build a model for the further test 

phase.  

2.3.1 Leave One Out Cross Validation (LOOCV). 

In literature, several techniques of cross validation have been introduced, here the Leave One 

Out Cross Validation is considered [4]. 

Since the number of samples is rather poor, the prediction error rate is computed using cross-

validation by blocks or a leave-one-out cross-validation; the data set is divided into k subsets: 

the calibration is carried out on (k-1) blocks, and the prediction is made on the samples 

belonging to the k-th subset. This is repeated k times with block permutation, in order to 
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predict all the samples. The cross-validation is called leave-one-out cross-validation where each 

subset is composed of only one sample: in this case, there are as many subsets and models as 

samples (k=n). 

At the end of validation phase the Predicted Residual Error Sum of Squares is calculated in the 

following way: 

(7) 

where yi  is the estimated value and  yi the real value. 

The number of latent variables that shows a minimum of PRESS corresponds to the optimal 

choice. This kind of choice avoids model over fitting.  

At the end of the validation procedure, chosen the k optimal latent variables, the Root Mean 

Square Error of Cross Validation (RMSECV) is calculated in the following way: 

(8) 

where yi  is the estimated value and  yi the real value. 

This value gives a generalization of the prediction error of the model. This result is relevant to 

have an idea of the real prediction performance of the model in presence of data not used in 

the training phase. 

2.4 Fisher Discriminant Analysis. 

Linear Discriminant Analysis (LDA) or often called Fisher discriminant analysis, is the most 

common classification model used for pattern-classification and machine learning applications 

[7]. The goal is to project a dataset onto a lower-dimensional space with good class-separability 

to avoid overfitting and also to reduce computational costs. 

The idea of the algorithm is summarized in the figure below, where the blue arrow indicates the 

best projection in term of class separability (see Figure 4). 
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Figure 4 A sketch of the Fisher Discriminant Analysis 

From the figure it is evident that the primary purpose of LDA is to separate samples of distinct 

groups by transforming them into a space (the blue line) which ƳŀȄƛƳƛǎŜǎ ǘƘŜƛǊ άōŜǘǿŜŜƴ-class 

ǎŜǇŀǊŀōƛƭƛǘȅέ ǿƘƛƭŜ ƳƛƴƛƳƛzƛƴƎ ǘƘŜƛǊ άǿƛǘƘƛƴ-Ŏƭŀǎǎ ǾŀǊƛŀōƛƭƛǘȅέΦ 

2.2 Decision making algorithms 
The PhasmaFOOD software platform provides reactive and proactive decision making based on 

collected data sets, provided measurements from end users and system defined triggers. These 

algorithms are the basis for realization of project use cases, system management and strategic 

planning of monitored supply and production chains. Decision making mechanisms are 

implemented as collections of software procedures and scripts which take as inputs trained ML 

models, the current measurement/trigger on which to conduct analysis and employ rule engine 

to execute all the steps leading to the final decision, whether it is a reactive decision or a 

strategic/proactive decision.  

In the first prototype of the PhasmaFOOD software platform, the decision making mechanisms 

are distributed between the embedded system and the cloud platform. The embedded system 

employs reactive decision making in form of a state machine. This state machine is responsible 

for employing embedded system resources to collect measurement data based on the 

measurement configuration provided by the end user: 

1.  Measurement configuration comprises selection of measurement use case, sample type 

and sample conditions (specific to project use case and sample combination). Based on 

these configuration parameters the embedded system will know which sensing 

sequence to employ (combination of spectrometers, camera, illumination and time) and 

which preprocessing algorithms to use (normalization, compression, white reference 

division, dark reference subtraction). The decision making procedures and sequences for 

properly utilizing embedded system sensing unit and properly handling obtained data is 

still work in progress and preliminary approach will be reported in D6.1. 

2. Also, the embedded system is able to receive configuration and calibration parameters 

from the mobile application, through a direct specification by the end user. This is 
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required mainly during the setup phase, while optimizing the sensor and lighting 

configuration for a certain use case. Based on these parameters the embedded system 

knows whether to utilize default calibration values for spectrometers and the camera ς 

defined for a specific project use case/ dataset. If the end user chooses to change 

calibration parameters, the embedded system through driver software of each data 

source (spectrometers and camera) can change the parameter value and collect 

measurements with new set of configuration parameters. Acceptance of the new 

measurement data is performed manually by the end user. The end user is presented 

with a chart (value + wavelength) for NIR and UV-VIS spectrometers of the new 

measurement. Based on visual inspection, experienced users can quickly identify 

erroneous measurements and discard them. The control state machine of the 

embedded system is described in detail in deliverable D5.3 [2]. Other decision making 

procedures are implemented on the PhasmaFOOD cloud platform.  

Figure 5 shows a high level block diagram of the reactive decision making process performed on 

the PhasmaFOOD cloud platform. There are two main functionalities of the reactive decision 

making:  

1. Deciding, which data analysis and machine learning pipeline to utilize on the provided 

measurement data. This decision is based on measurement configuration parameters 

provided by the end user through the mobile application. The configuration parameters 

are specific for each integrated sensor (NIR, VIS and camera) and accompanied lighting 

sources. Finally, the food analysis result is sent to the end user.  

2. Deciding, whether to store received measurement data into the training data set or to 

store data only into the archive - whether the source of data is trusted as an expert user 

building and validating existing and new data sets.  

Once the measurement data and configuration parameters are received through the cloud-

mobile API, the push-pull asynchronous messaging mechanism (based on the ZeroMQ library) 

utilizes internal APIs to store data into the operational database (more details in section 4) and 

instantiate the rule engine script. This rule engine script is one cloud process thread which 

listens for analysis requests on an internal API. Once the request is sent, the rule engine pulls 

corresponding measurement data and measurement configuration parameters from the 

operational database. Based on the configuration parameters, the rule engine decides, which 

data analysis and machine learning pipeline to employ for analyzing the measurement data. For 

now, we have implemented and optimized one data analysis pipeline for each sensor per 

available data set (combination of project use case and food type). The rule engine mechanism 

instantiates a new processing thread for the selected data analysis pipeline. Once the data 

analysis is finished, the rule engine returns analysis results with measurement data identificator 

to the ZeroMQ process over internal API. The ZeroMQ sends response to the result formatting 

procedure which maps the measurement data ID with end user ID and sends push notification 

with the FCM (Firebase Cloud Messaging) service to the corresponding user. Once the 
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measurement result is sent to the end user it is also pushed to the operational database 

through the internal API. This way end users can access their measurement history combining 

measurement data, configuration and analysis results. In the first prototype implementation 

the analysis result is a vector with three elements showing derived class based on 

measurement data for NIR and UV-VIS sensors. The vector is organized as [NIR, FLUO, VIS]. 

Classes have their own labels which are also present in the collected datasets used for the ML 

model training. Expert users understand these class labels and can easily validate analysis 

results.  

Another process in the reactive decision making framework selects measurement data from the 

operational database to be included in the training datasets for project use cases. In the first 

system prototype implementation, this process is performed manually.  

 

Figure 5 - PhasmaFOOD reactive decision making mechanism 

Figure 6 showcases proactive decision making which focuses on strategic and policy based 

management of the PhasmaFOOD system. Based on predefined schedule (daily, weekly, 

monthly job) and a set of internal triggers (amount of new data set entries from validated 

measurements, reached trigger level for the number of errors in classification) as well as 

changes in regulatory data (collected from 3rd party service), the proactive decision making will 

employ rule engine directives, which will update the system components to address the 

detected changes. Output of the decision making will be directives to perform ML model 

training with the updated data set and to perform calibration of the sensing device and update 

its firmware software. Another task for the strategic decision making directives is to perform 

offline analysis of measurements and analysis results provided by untrusted sources. It includes 

analysis of data from the DB archive, quality assessment and making decision on whether to 

include measurement into the training data sets. This will ensure that all data that reach the 

cloud platform are maximally utilized to improve overall performance of the PhasmaFOOD 

decision making processes.  
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Proactive decision making procedures are executed manually in the first PhasmaFOOD system 

prototype implementation. We will work on automating processes for the final prototype.  

 

Figure 6 - PhasmaFOOD proactive decision making mechanism 

 

2.3 Matching requirements to data analysis and decision making 

algorithms 
 

Ref. number Description Data analysis and 
decision making 
algorithms 

DATA-CALIB-
3 

Data analysis algorithms and related protocols 
deployed on the cloud platform SHOULD provide 
calibration recommendations based on specific 
application.  

The decision making 
procedures which 
are hosted on the 
cloud platform, 
decide on proper 
data handling and  
system calibration. 
 

DATA-CALIB-
4 

Data analysis algorithms and related protocols on the 
PhasmaFOOD device/smartphone/cloud SHOULD 
ǇǊƻǾƛŘŜ ΨƻƴƭƛƴŜΩ ǎȅǎǘŜƳ ǘǊŀƛƴƛƴƎκŎŀƭƛōǊŀǘƛƻƴ ŎŀǇŀōƛƭƛǘȅ 
ǘƻ ƛƳǇǊƻǾŜ ƻƴ ǘƘŜ ΨƻŦŦƭƛƴŜΩ ƻǊ ΨǳǎŜǊ-ƛƴƛǘƛŀǘŜŘΩ 
calibration process. 

 



Project Title: PhasmaFOOD  
Contract No. 732541  

Project Coordinator: INTRASOFT International S.A.  

 

 

Page | 24  

D 4 . 1  - First implementat ion of software for PhasmaFOOD smart food analysis 

system ,  

Version: v 2 . 0  -  Date 31 / 05 / 2018  

3 PhasmaFOOD mobile application  
3.1 Mobile application architecture  
3.1.1 Block-level description  

The PhasmaFOOD mobile application (the first prototype) comprises of software modules 

presented in Figure 7. Each module is described in 

Table 1.  

 

Figure 7 - PhasmaFOOD mobile application block diagram 

 

Table 1 - PhasmaFOOD mobile application building blocks 

Module Sub-module Functionality 

Embedded 
system API 
and 
Bluetooth 
handlers 

API handler Application side of the embedded-mobile 
communication API. The handler builds requests from 
measurement configuration wizard, receives 
measurement status alerts and preprocessed 
measurement data from the embedded system.  

Data buffer and 
formatting 

This module is responsible for mapping data and 
commands exchanged over the embedded-mobile API 
into and from Bluetooth packets.  

Bluetooth discovery This module employs Android classes for utilization of 
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and pairing the Bluetooth interface and enabling the mobile app 
to discover the PhasmaFOOD smart sensing device 
(also utilizing the Bluetooth interface) and establish 
communication session. 

Cloud 
platform API 

REST communication 
API 

 

Handles cloud-mobile API on the application side. This 
module maps measurement data, measurement 
configuration and analysis request into the format 
specified by the API. The same API handler is used for 
receiving data analysis results from the cloud platform. 

Authentication and 
registration 

This is also part of the cloud-mobile API with specific 
focus on exchanging authorization and authentication 
tokens between the mobile application and the cloud 
platform. It also enables password recovery. The same 
mechanism is used for the web dashboard. 

Notification handler This module manages push notifications from the 
cloud platform towards the mobile application. For 
now, the push notifications are used to inform the 
mobile application that the measurement data are 
received on the cloud end and when the data analysis 
is finished and results are ready for presentation. 
Firebase Cloud Messaging (FCM) service/API is utilized 
for this functionality. 

Control logic 
and UI 

Measurement 
configuration wizard 

Provides UI for measurement configuration by 
enabling end user to select use case, food type, 
relevant sample parameters and individual sensor 
configuration (spectrometers and camera) and then 
format command for the embedded-mobile API. The 
wizard is implemented as a tree and directly 
transforms into a JSON to be included with 
measurement request. 

Data flow controller This module is responsible for ensuring data and 
command flow between all mobile application 
modules. RxJava is used for creating reactive streams 
and advanced data processing and execution. 

Data presentation This module is responsible for presenting analysis 
results received from the cloud and also presenting in 
chart form preprocessed measurements received from 
the embedded system (for quick troubleshooting). 
Results are presented in a textual form with additional 
graph for easy VIS and NIR dataset observation and 
verification. MPAndroidChart is used for plotting 
charts. This module will be extended with additional 
features for non-expert users. 
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View controller This module is responsible for the UI flow execution in 
line with the implemented logic. The MVVM (model 
view view-model) architecture is implemented, which 
allows efficient layers decoupling, simple testing and 
seamless app upgrading with new features (see Figure 
8). Google Architecture components (Jetpack) are 
used (LiveData, ViewModel). 

 

 

Figure 8 - MVVM typical workflow 

The PhasmaFOOD Android application source code repository will be made available on the 

project website once the first prototype is finalized and validated. The application will also be 

published on the Google Play store, but it will be kept private (available only to invited testers) 

until the final prototype is produced. At this stage of the development, the application is 

distributed among project partners as .apk file.  

3.1.2 Usage UML diagram and description  

The mobile application usage UML diagram is shown in Figure 9. It is a derivation of the UML 

usage diagram presented in the D2.1, with focus on functionalities implemented and supported 

in the first prototype.  
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Figure 9 - UML usage diagram of the PhasmaFOOD mobile application 

The mobile application flow is implemented so as to properly reflect on experiment protocols 

used by project partners in laboratories while building and validating use case data sets. The 

usage flow of the mobile app can be divided into the following view streams: 

¶ User registration and login process - If a user wants to create a new account, this can be 

done by completing a registration process. Basic data should be provided (first name, 

last name, company ς for project partners, email, username and password). The user is 

able to reset their password. Also, the user can login after registration. 

¶ Smart sensing device discovery and pairing ς The user can scan for nearby Bluetooth 

devices, choose the PhasmaFOOD smart sensing device and initialize pairing and 
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connection establishment processes. Once paired, the device is registered under the 

ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ ƻƴ ǘƘŜ ŎƭƻǳŘ ǇƭŀǘŦƻǊƳΦ The mechanism will be updated so that only 

specific Bluetooth IDs are scanned for (the ones belonging to the produced 

PhasmaFOOD smart sensing devices). 

¶ View measurement history ς The user will be able to access previous measurements and 

analysis results in a specific view. 

¶ Measurement configuration wizard ς The end user specifies use case, sample/food type, 

sample status (relevant parameters depend on the use case and food type) and 

initializes the  measurement process on the smart sensing device. 

¶ Sensor configuration ς Once the use case and food type are specified and before 

starting the measurement process, the user can calibrate configuration parameters of 

individual sensors embedded into the smart sensing device (NIR, UV-VIS spectrometers 

and CMOS camera). This will enable expert users to troubleshoot and validate system 

setups for different food types and experimental conditions. 

¶ Data presentation ς Once measurement data (preprocessed) are received from the 

embedded system, the user will see the collected data for each spectrometer in a form 

of a chart (sensor specific values on Y axis and wavelengths on X axis). This enables fast 

troubleshooting. The user will be able to repeat the measurement with the same 

configuration of the measurement process and with the same or calibrated 

configuration parameters of individual sensors.  

¶ Result presentation ς Once the data analysis result is received from the cloud platform, 

a separate view is generated in the application showing analysis results with labels used 

in the training data sets. This view will be different for end users in the final prototype 

(more informative for non-expert users). Start new data set ς This functionality will be 

implemented in the final prototype. It will enable project partners/use case leaders to 

start collecting new data sets and specifying new sub use case. 

3.1.3 GUI and UX  

The user interface and user experience of the first PhasmaFOOD mobile application prototype 

are designed and specified with expert users in mind. This enables project partners (use case 

leaders and food experts collecting and analyzing use case data sets) to utilize the PhasmaFOOD 

system and smart sensing device during collection of new and validation of existing data sets 

used for training decision making models in the cloud platform.  

Figure 10 shows screenshots of the Android application with the Home interface and interface 

for listing nearby Bluetooth devices, discovering new device and pairing with it. Figure 11 shows 

screenshots of the measurement configuration wizard with use case 1 ς Mycotoxin detection 

and Almond sub use case. Figure 12 shows the interface after the measurement is configured. 

Users can configure individual sensors participating in the measurement process (project 

partners are familiar with working on calibration of provided parameters with legacy software 

used with NIR and UV-VIS sensors and the CMOS camera). Users can choose to proceed with 
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default sensor configuration parameters for specified use case and sample combination 

(previously validated in laboratory). Next, the user chooses to send measurement configuration 

parameters to the embedded system which employs the sensing unit to collect measurement 

data, preprocess measurement data and send them to the mobile application. When 

measurement data are received, the mobile app displays spectroscopy readings in chart form 

for quick validation and troubleshooting. User can confirm the measurement and send it to the 

cloud for analysis against specific DA chain. Upon analysis completion, the app receives a 

notification and pulls results from the cloud platform. For now, results are displayed with labels 

used in training data sets.  

End users of the final prototype will have a subset of options which are offered to expert users. 

The Android version of the mobile application will be used as specification for building the iOS 

version for the final prototype.  

 

Figure 10 - Mobile application GUI - Hoe screen and device pairing 














































































