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Executive Summary  
This deliverable will provide detailed insight into the functional and system architecture of 

PhasmaFOOD software platform. It will provide definition of each software building block, APIs, 

data models and analysis processes distributed between PhasmaFOOD embedded device, 

mobile application and cloud platform. Deliverable will set up PhasmaFOOD software 

development, integration and validation framework. Software specification for PhasmaFOOD 

smart food analysis system will provide additional details regarding distributed data analysis 

between PhasmaFOOD system components, reactive and proactive decision making, APIs and 

data models, cloud database organization, GUI for mobile application, cloud based web 

dashboard, security/privacy aspects and software realization framework. This deliverable 

provides input for kick starting the WP4 and WP5. 

This document will introduce the data analysis and decision making chains behind 

PhasmaFOOD use cases: 1. Mycotoxin - Aflatoxin detection; 2. Food spoilage detection and 

shelf life estimation; 3. Food and beverage adulteration. The algorithms that will be applied to 

the data preprocessing, analysis and decision making will be specified once experiments 

provide sufficient amount of data and use case specific data sets are built. We need combined 

readings from all sensors comprising the sensing device in order to be able to select optimal 

approaches for handling data and classifying results.  

The document provides insight into embedded software of the PhasmaFOOD sensing device. It 

provides an overview of the data preprocessing methodologies that will be investigated 

throughout the project for each use case and use case scenario. The control unit and 

communication modules of the embedded SW are presented in detail. Finally, drivers for 

communicating and managing physical sensors, spectrometers, CMOS camera and lighting 

sources are presented. 

Next, the document focuses on the PhasmaFOOD mobile application as integral part of the 

software architecture. The role of the mobile application software in data preprocessing, 

decision making, process configuration and interaction with the end user is described.  

This deliverable then moves onto the PhasmaFOOD cloud platform as the focal point for all 

contextual and sensory data collected by the PhasmaFOOD sensing device and the mobile 

application. Data analysis and decision making are performed on the cloud platform. This 

document presents the main building blocks and functionalities of the PhasmaFOOD cloud 

platform and its interactions with the rest of the system architecture.  

The document provides a high level description (followed by sequence diagrams) of 

communication APIs featured in the PhasmaFOOD SW architecture. The following APIs are 

described: embedded SW - mobile application, mobile application - cloud platform and 

embedded SW - cloud platform.  
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Finally, the document provides an overview of security and privacy protection procedures that 

will guide software development. At the end the deliverable provides an overview of the 

PhasmaFOOD SW development strategy with selection of languages, tools, frameworks and 

libraries that will be utilized for software development.  

The main achievements of this deliverable are definition of the PhasmaFOOD software 

architecture on functional and system level. The main building blocks for embedded software 

(on the PhasmaFOOD sensing device), mobile application and the cloud platform are defined. 

Also, data analysis and decision making processes behind the PhasmaFOOD use cases are 

presented. The document proposes development of the software architecture in two phases. 

The first phase of the architecture development will be focused on supporting collection of data 

sets and experimental validation of project use cases. The second phase will focus on end users 

of the PhasmaFOOD system and their requirements. It is important to note that detailed 

specification of the data analysis process including specific preprocessing (normalization, 

feature selection and compression) and analysis (machine learning for classification) algorithms 

and techniques are not be provided in this deliverable because they are part of the 

development tasks of WP4 and W5. Detailed specification of these processes, selection, 

implementation and validation of different processing and analysis models will need to be 

performed after experiments conducted for each project use case provide full data sets that 

can be analyzed and further processed. 
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Acronym Title 

3GPP 3rd Generation Partnership Project 

AAA Authentication, Authorization and Accounting 

AES Advanced Encryption Standard 

AF Aflatoxin 

AMP Alternate MAC/PHY 

ANN Artificial Neural Network 

API  Application Programming Interface 

APN Apple Push Notification 

ATT ATTribute protocol 

AWS Amazon Web Services 

BCN Battery Charging Needed 

BR Basic Rate 

BT Bluetooth 

BT LE Bluetooth Low Energy 
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CMOS  Complementary Metal-Oxide Semiconductor 
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CPOL Clock Polarity 

CPU Central Processing Unit 

CO Confidential, only for members of the consortium (including Commission Services) 

COTS Commercial Of The Shelf 

CSS Cascading Style Sheets 
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D Demonstrator 
DA Data Analysis 

DB Database 
DCT Discrete Cosine Transform 

DDR3 Double Data Rate Type 3 
DL Deliverable Leader 

DRAM Dynamic Random-Access Memory 
DWT Discrete Wavelet Transform 

Dx.x Deliverable (where x defines the deliverable identification number e.g. D1.1.1) 
EDR Enhanced Data Rate 

EU European Union 

GAP Generic Access Profile 
GATT Generic Attribute Profile 

GCM Google Cloud Messaging 
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GTS Go To Sleep 
GUI Graphical User Interface 

HOD High level of Oscillations Detected 

HTD High Temperature Detected 

HTML Hypertext Markup Language  
HTTPS Hyper Text Transfer Protocol Secure 

HW Hardware 
I2C Inter-Integrated Circuit 

IC Integrated Circuit 
IMU Inertial Measurement Unit 

IP Internet Protocol 
JPEG Joint Photographic Experts Group 

JSON JavaScript Object Notation 
K-NN K - Nearest Neighbors   

KPI Key Performance Indicator 
LBD Low Battery Detected 

LDA Linear Discriminant Analysis 

LED Light Emitting Diode 

LOD Limit of Detection 
MAC Media Access Control 

MCU Microcontroller Unit 
MIC Message Integrity Check 

MISO Master Input Slave Output 
ML Machine Learning 

MMU Memory Management Unit 
MOSI Master Output Slave Input 

MPU Microprocessor Unit 
MQTT Message Queue Telemetry Transport 
MSC Multiplicative Signal Correction 

NCA No Connection Achieved 
NIR Near Infrared 

OS Operating System 
PAL Protocol Adaptation Layer 

PCA Principal Component Analysis 
PDU Protocol Data Unit 

PHY Physical 
PLS Partial Least Squares 

PLSDA Partial Least Square Discriminant Analysis 
PMIC Power Management unit Integrated Circuit 

POR Preprocessing Operations Required 
PU Public 
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R Report 
RCN ReConfiguration Needed 

RFCOMM Radio Frequency COMMunications 

RGB Red Green Blue 

REST Representational State Transfer 
RPP Restore Previous Process 

RSD Read Sensors Data 
SCLK Serial CLocK 

SDA Serial Data 
SDK Software Development Kit 

SiP System in Package 
SNV Standard Normal Variate 

SPI Serial Peripheral Interface 
SQL Structured Query Language 

SS Slave Select 
SSL Secure Sockets Layer 

SVM Support Vector Machine 

SUP Start UPdate 

SW Software 
TCP Transmission Control Protocol 

TCS Telephony Control Specification 
TLS Transport Layer Security 

TSD Transmit Sensory Data 
UI  User Interface 

UML Universal Markup Language 
UON User pressed button ON 

UPB User Pressed Button 
UPC UPdate Completed 
USB Universal Serial Bus 

UV Ultraviolet 
UX User Experience 

VIS Visible 
WP Work Package 
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1. Overview of the PhasmaFOOD Software 

Architecture 
The PhasmaFOOD system comprises three distinctive layers integrated together to provide 

scalable sensory and contextual data collection, as well as processing and analysis for food 

analysis related decision making. These three layers include: a portable sensing device, an end 

user mobile device (i.e. smartphone and tablet) and a cloud platform. The PhasmaFOOD 

software architecture is defined with the goal of taking full advantage of the envisioned system 

architecture. On the sensing device level, the embedded software integrates physical sensors, 

data preprocessing, control logic and a communication interface. The PhasmaFOOD mobile 

application provides interface between the portable sensing device, as the primary source of 

sensory data, and the cloud platform which is the primary sink for all data streams. The mobile 

app also provides the interface towards the end user for configuring the food analysis 

process/measurements as well as visualizing and interpreting analysis results. The 

PhasmaFOOD mobile application may perform additional data processing in order to ensure 

that only relevant data is delivered to the cloud platform. Finally, the PhasmaFOOD cloud 

platform is the focal point of all sensory and contextual data coming from the portable sensing 

device, the mobile app and, if necessary, 3rd party data sources. The cloud platform is where 

the collected data is analyzed in depth. The platform hosts a data warehouse for all sensory and 

contextual data sets necessary for performing food analysis and deriving results. From this data 

warehouse data marts are derived for training different Machine Learning (ML)/Data Analysis 

(DA) models for realization of project use cases. Decision making algorithms (based on the 

trained ML models) are hosted on the cloud platform as well. Reactive (based on end user 

measurements) and proactive (strategic and based on data collected over time) decision 

making is performed based on the results of data analysis. Figure 1 shows a high level overview 

of the PhasmaFOOD software architecture.  

During the course of the project we will first set up the PhasmaFOOD SW platform so that it will 

be able to assist and support project partners working on realization of the project use cases 

presented in the D1.1 [1]. This version of the SW platform will not focus on user experience 

(UX) and user interface (UI) as much as it will focus on supporting experiments performed for 

system/sensor/process calibration, data set collection and DA/ML model training and validation 

for all use cases and scenarios. Nonetheless, we will take into account UX/UI related 

requirements presented in the D1.2 [2] so that the next stage in the PhasmaFOOD SW platform 

development is straight forward. This next phase is development of features, procedures and 

UX/UI for end users and system administrators. The goal is to produce a proof of concept SW 

platform for realization of project use cases with end users. This version of the platform will 

capitalize on collected data sets, trained DA models and validated decision making procedures 

and enable demonstration of the system functionality to end users and administrators.  
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Figure 1 - PhasmaFOOD SW architecture overview 

1.1 Software components and their roles 
The PhasmaFOOD SW architecture is envisioned so as to ensure the required level of 

performance, scalability and upgradeability. The layered approach ensures that the main 

advantages of different system components can be exploited in order to improve efficiency and 
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performance. By performing data preprocessing via embedded software and, possibly, on the 

mobile app, we improve the communication efficiency by not transferring all measurements to 

the cloud platform, but only preprocessed and filtered data that is relevant for decision making. 

This also improves the performance and reactivity of the system. Next, by transferring data to 

the mobile application from the embedded SW, we can optionally perform more complex 

preprocessing and data analysis on the mobile device and further improve the usage of cloud 

resources and communication resources. Additionally, the level of potential performance and 

reactivity improvement will be assessed for the case that the mobile application hosts ML 

trained models for decision making based on the current measurement.  The mobile platform 

also provides additional contextual data that can be easily obtained i.e. location. Finally, the 

mobile application is the best communication and presentation channel for end users of the 

PhasmaFOOD solution which is in line with paradigms behind behavior and preferences of 

modern mobile users. The cloud platform layer provides scalability and resource abundance 

necessary for data warehousing, in depth analysis of collected data and ML model training. The 

cloud platform also provides the best opportunity for building administration and system 

management dashboards during the project development and for a future deployed system. 

The PhasmaFOOD SW architecture is modular. This means that key functionalities will be 

contained in SW modules with well defined procedures and integration APIs. Complex data 

analysis will be performed through distributing elementary analytical and data processing 

procedures between independent SW modules. By combining outputs of these modules 

residing on different levels of the architecture, we can realize complex decision making 

processes required by the project use cases. This approach ensures flexibility for enabling the 

development of new services, applications and use cases based on provided APIs, ML/DA 

models and data sets. The architecture provides a solid ground for future developments and 

upgrades of the PhasmaFOOD solution as well as development of 3rd party solutions based on 

the PhasmaFOOD results.  

The following table lists the key modules of the SW architecture on all levels. 

Table 1 - Key modules of the PhasmaFOOD SW architecture 

Architecture 
layer 

Module Main functionality  

Embedded SW 

Sensor handlers Drivers for operating sensors/spectrometers, 
light sources and the CMOS camera 

Control logic Embedded control unit for  management of 
sensing device resources and processes 

Data preprocessing and 
analysis 

Software scripts performing data filtering, 
normalization, compression and feature 
selection 

API handler Exchange of sensory/ contextual data, 
configuration parameters and control 



Project Title: PhasmaFOOD 

Contract No. 732541 
Project Coordinator: INTRASOFT International S.A. 

 

Page | 
16 

D2.1 -  Softwa re s pecifi cation fo r Phas maFO OD sma rt  food analys is syste m, 

Ve rs ion: v1.8 -Fi nal, Date28/07/2017 

commands between embedded SW and 
PhasmaFOOD mobile app (optionally a direct 

API towards the cloud platform) 

PhasmaFOOD 
mobile 
application 

API handler Exchange of sensory/ contextual data, 
configuration parameters and control 
commands between embedded SW and 
PhasmaFOOD mobile app and between mobile 
application and the PhasmaFOOD cloud 
platform. 

Mobile application 
agent 

This SW module exposes sources of contextual 
data and communication channel with the 
embedded SW towards decision making and 
data analysis procedures. The module includes: 
1. Mobile application procedures (i.e. Android 
and iOS public classes) for querying contextual 
data from system sensors (location services, 
time and light sensor); 2. Data buffer; 3. 
Notification handler. 

Mobile application data 
analysis (optional) 

This module could provide further data analysis 
initiated on the embedded SW level and 
maintains API towards the cloud platform. 

Graphical user interface Interface towards the end users enabling 
registration for the service, measurement 
configuration, device management and 
presenting analysis results. 

Reactive decision 

making (optional) 

Trained ML models (i.e. regression or 

classification model) downloaded onto the 
mobile device to enable decision making on 
mobile app. 

PhasmaFOOD 
cloud platform 

Southbound API 
handlers 

Interface with the PhasmaFOOD mobile app 
and/or sensing device for collecting data, 
managing system, delivering analysis results 

(optionally a direct interface with the embedded 
SW). 

Sensory and contextual 
data warehouse 

Focal point for all measurement data and user 
provided data. From this database working data 
sets (data marts) are derived for each use case 
and project scenario. 

Cloud based data 
analysis 

Software procedures for feature selection, 
normalization, ML model training and 
calibration. 

Cloud based decision 
making 

Reactive decision making algorithms specific to 
each use case and scenario - based on the 
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current measurement performed by end user. 
Proactive decision making algorithms which are 

more strategic for the whole system or specific 
use case - calibration decisions, 
recommendations, pattern recognition.  

Authorization and 
authentication 

Security and privacy procedures for system 
operation 

Web dashboard Interface dashboard for end users and system 
administrators presenting system wide statistics 
and providing means for system management. 

Some software modules (especially those related to the PhasmaFOOD mobile application) are 

marked as optional at this stage of the project. It means that during the course of the project, 

the consortium members involved in WP3, WP4 and WP5 will work on validation and 

performance testing of different configurations for data analysis and decision making chains for 

each project use case. These experiments can provide results that indicate that certain 

configurations of DA processes provide better performance and scalability (i.e. conducting 

preprocessing on the embedded SW and analysis and decision making at the cloud while using 

the mobile application as a relay between them and interface towards the end user). Optionally 

direct communication of the device with the platform – as an optional consideration- is also 

outlined in the section 5.3 (“API embedded-cloud”). This capability will be considered and fine-

tuned in the WP5 detailed design. Justification for declaring specific modules and functionalities 

as optional are present throughout the document. 

1.2 Overview of data analysis procedures 
The PhasmaFOOD software system performs analysis of collected sensory and contextual data 

(measurements) in order to provide end user information on state of the analyzed food. Based 

on a project use case or use case scenario (see [1]), different data collection, preparation and 

analysis mechanism need to be employed. Data analysis provides end user with information on: 

 Use case 1 - presence of Mycotoxins and levels of aflatoxins in certain groups of food 

(i.e. corn, nuts, powdered milk etc.). 

 Use case 2 - detection of spoilage in meat and fish. 

 Use case 2 - prediction of shelf life of meat and fish. 

 Use case 3 - detection of food fraud in olive oil and powdered milk. 

 Use case 3 - detection of dilution of alcoholic beverages. 

The PhasmaFOOD software architecture realizes these complex analysis processes by 

combining elementary data collection, preprocessing and analysis procedures at different 

stages from the physical sensor, over mobile device and all the way to the cloud platform. This 

distributed chain collects data, prepares it for communication (compression and formatting) 

and analysis (normalization and feature extraction) and performs necessary analysis based on 
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trained ML models specific for each use case. Data analysis process includes ML model training 

(regression and classification) based on collected data from experiments and validation 

measurements. Based on all collected data and use case requirements, data sets are derived 

and used for training ML models which will further be used for decision making. 

Overview of the data analysis chain performed by the PhasmaFOOD SW is shown in the Figures 

2 and 3. The Figure 2 also shows how the data processing and analysis is performed when 

building use case specific data sets, which are used for training the decision making algorithms. 

This will be performed during the course of the project in laboratory environments of partners 

leading WP3 activities. At first we will collect all data coming from sensors in order to be able to 

detect data fusion opportunities (for data coming from different sensors integrated in the 

PhasmaFOOD device) and spectrum features on which to focus for particular use case and sub 

use case. Specific focus will be put on validating whether a measurement is “good”. Criteria for 

faulty measurements (and corresponding source of information) could be light level too high 

(camera)/light level too low (camera)/abrupt movement of detector during measurement 

(inertia sensor)/ sensor failure (one of the three optical sensors, no response). After use case 

experiments collect enough data for meaningful analysis and decision making regarding model 

training, feature selection and compression to be applied, the selected compression and 

selection procedures will be implemented on embedded, mobile and cloud side of the 

architecture.  

Different data preparation, preprocessing and analysis procedures can be performed on 

different PhasmaFOOD SW architecture layers. During the course of the project, the WP4 will 

provide performance validation results for different placement and distribution of data 

processing and analysis procedures between embedded SW, mobile app and the cloud platform 

in order to identify the optimal distribution per use case and scenario (one preliminary example 

distribution of the DA process is depicted in the Figure 3). For validation of performance of 

different DA chain implementation (different models distributed across embedded SW, mobile 

application and the cloud platform) we will apply standard key performance indicators (for 

assessing data analysis and processing performance) to be monitored and measured. 

Performance indicators that will be validated in this analysis are: 1. Resource utilization 

efficiency (battery, communication load, CPU usage and storage usage); 2. Responsiveness on 

new measurements (speed of decision making based on the current measurement); 3. Speed of 

ML model recalibration; 4. How fast new use case/scenario can be introduced (i.e. introducing 

new measurements for new food type for a specific use case) into the system. Indicators are 

going to be measured and assessed in the WP4, for the mobile application and the cloud 

platform, and the Task 5.3, for the embedded software. 
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Figure 2 - Data processing/analysis chain corresponding to all use cases - building project data sets 

 

 

Figure 3 - Data analysis chain with preliminary mapping to the PhasmaFOOD system architecture 

After the obtained measurement is validated and confirmed as valid, the data analysis chain 

begins. Procedures involved in realization of data analysis chains required by the project use 

cases and scenarios within use cases can be divided into two major groups (as shown in the 

Figures 2 and 3). The first group comprises algorithms for data preprocessing and preparation: 

 Data compression - performed in order to improve communication and storage resource 

utilization efficiency. 

 Data normalization - performed on spectroscopy measurements so as to reduce 

dimensionality, eliminate noise and improve spectral contrast. 

 Feature selection - performed on spectroscopy measurements in order to put focus on 

specific parts of the analyzed spectrum which contain information necessary for final 

decision making. 
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The second group of algorithms and procedures in the data analysis chain comprises algorithms 

and models for machine learning (see Figures 2 and 3). These models require training based on 

collected preprocessed data sets. Trained models provide decision making behind each use 

case and project scenario. During the course of the project the following approaches will be 

assessed for each use case and use case scenario: 

 Supervised learning - the machine learning task of inferring a function from labeled 

training data set. The training data consist of a set of training examples. In supervised 

learning, each example is a pair consisting of an input object (typically a vector) and a 

desired output value (also called the supervisory signal). The training data set will be 

collected during the experimental realization of project use cases and scenarios. The 

following two algorithms will be used for decision making: 

o Regression (linear, logistic, polynomial) - In statistical 

modeling, regression analysis is a statistical process for estimating the 

relationships among variables. It includes many techniques for modeling and 

analyzing several variables, when the focus is on the relationship between a 

dependent variable and one or more independent variables (or 'predictors'). 

o Support vector machines - a discriminative classifier formally defined by a 

separating hyperplane. In other words, given labeled training data (supervised 

learning), the algorithm outputs an optimal hyperplane which categorizes new 

examples. 

 Unsupervised learning - a type of machine learning algorithm used to draw inferences 

from datasets consisting of input data without labeled responses. This type of machine 

learning will be applied to the collected data sets in order to identify patterns and 

anomalies in collected data sets and across the value chain. Unsupervised learning will 

be the basis for proactive decision making (described in section 1.3). Various clustering 

approaches will be analyzed and tested against collected data. 

Specifics behind each data analysis procedure will be researched during the project when use 

case data sets are sufficiently populated to enable adequate decision making with respect to 

selection of optimal tools and techniques. 

Now we will present data preprocessing procedures that are going to be considered for 

implementation as part of the PhasmaFOOD SW architecture. 

1.2.1 Data compression 

The main target for data compression will be images generated by the integrated CMOS 

camera. In the following we give a short overview of the possible compression techniques, and 

further relate the approaches to the PhasmaFOOD compression challenges. 

Lossless Compression  
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Lossless compression methods are usually forming a statistical model of the data, followed by 

Huffman or arithmetic coding. This kind of compression is able to reduce the data size to about 

a factor of 2. Examples of lossless image compression formats include .png and .gif. Since the 

images in this application are of high resolution, such a lossless compression might not be 

appropriate. One way to circumvent this problem could be to divide the image into smaller 

patches and use these in the following process. 

Lossy Compression 

Lossy compression methods achieve compression rates in the order of 10-50 by discarding 

irrelevant information and they are based on transform coding. First, the image is transformed 

in the color space. In the study [3], different methods for spectral decorrelation for 

multispectral images are compared. In a second step, a transformation is applied in the spatial 

dimensions of the image that possesses good energy compactification properties. Most 

common are discrete cosine (DCT) or wavelet transforms (DWT), where most of the energy is 

captured in the low frequency coefficients.  After that, the coefficient values are quantized by 

an appropriately chosen quantification table, followed by an entropy coding procedure. The 

loss of information stems mainly from the quantization step, in which small coefficients are 

discarded. Lossy compression techniques can seriously reduce the image quality and are also 

prone to introduce artefacts in the naively reconstructed images. Recently, more sophisticated 

reconstruction techniques for JPEG decompression via total variation minimization and 

generalizations of it have been introduced [4, 5] that are able to restore high quality images and 

circumvent the usual ringing and blocking artefacts typically seen in JPEG images at high 

compression rates. 

 

Figure 4 - Image compression steps 

An alternative to these general-purpose image compression algorithms might consist in 

learning a specific dictionary for each class of food from some training data set, which can be 

done offline, and use sparse coding methods to compress the image to be classified. The 

dictionaries can be trained specifically with regards to its discriminative power [6, 7]. With lossy 

compression methods, special care has to be taken in order to not to destroy crucial 

information for the classification task at hand.  

Evaluation 

The compression has to be done in accordance to the feature selection and classification teams 

and evaluated properly. Therefore, a test framework has to be developed, and proper 

evaluation metrics based on classification accuracy and computational complexity have to be 

found. Necessary evaluation will be performed within WP5/Task 5.3 for embedded software 
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while WP4 (Tasks 4.1 and 4.2) will provide validation and evaluation for possible 

implementations on the mobile application and the cloud platform. 

1.2.2 Data normalization 

The data normalization is one of the most important steps in the data analysis. In particular, in 

spectroscopic applications the spectrum differences arise from path-length effects, scattering 

effects, source or detector differences, which are always present in addition to the actual 

desired absorbance or fluorescence information.  

The preprocessing methods for spectrum normalization go in the direction to correct for these 

kinds of effects by identifying some aspect of each sample which should be essentially constant 

from one sample to the next, and correcting the scaling of all variables based on this 

characteristic. The ability of a normalization method to correct for multiplicative effects 

depends on how well one can separate the scaling effects which are due to properties of 

interest (e.g., concentration) from the interfering systematic effects. 

Simple normalization of each sample is a common approach to the multiplicative scaling 

problem. The normalization preprocessing method calculates one of several different metrics 

using all the variables of each sample. Possibilities include (as an example): 

 1-Norm - Normalize to (divide each variable by) the sum of the absolute value of all 

variables for the given sample. Returns a vector with unit area (area = 1) "under the 

curve."   

 2-Norm - Normalize to the square root of the sum of the squared value of all variables 

for the given sample. Returns a vector of unit length (length = 1). A form of weighted 

normalization where larger values are weighted more heavily in the scaling.   

 Inf-Norm - Normalize to the maximum value observed for all variables for the given 

sample. Returns a vector with unit maximum value. Weighted normalization where only 

the largest value is considered in the scaling. 

 Standard Normal Variate (SNV) - calculates the standard deviation of all the pooled 

variables for the given sample. The entire sample is then normalized by this value, thus 

giving the sample a unit standard deviation (s = 1). Note that this procedure also 

includes a zero-order detrend and also that this is different from mean centering  

 Multiplicative signal correction (MSC) - a relatively simple processing step that attempts 

to account for scaling effects and offset (baseline) effects. This correction is achieved by 

regressing a measured spectrum against a reference spectrum and then correcting the 

measured spectrum using the slope (and possibly intercept) of this fit. 
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 In addition to normalization, and to aid it, reference values, images and spectra will be 

recorded. Several versions of references are thinkable and their importance and type is 

different for each sensor. 1.  

o The detection of a pre-measurement camera image under illumination in order 

to estimate, adjust and optimize the light level for all sensors, i.e. avoid 

overexposure of the sensitive spectrometers and ensure sufficient illumination 

for samples with low signals. The average brightness, the contrast and noise 

level of the camera image during each measurement could be input parameters 

to be used during normalization of the spectral data.  

o 2. The detection of the “dark baseline” of all sensors as a second pre-

measurement of all sensors without illumination. This should be done regularly 

but not for all measurements. The dark image or spectra can then be stored and 

subtracted from the sensor data prior to normalization.  

o 3. The detection of a “white reference” as a third pre-measurement of the NIR 

spectrometer with only NIR illumination. This should be done regularly each time 

the NIR lamp setting changes, but not for all measurements. The measured 

spectrum is then stored and used for the correction of the NIR lamp spectrum. 

1.2.3 Feature selection 

Feature selection is a data processing operation based on a combination of a search technique 

for proposing new feature subsets starting from an initial set that has the same or a better 

performance. The simplest algorithm, but at the same time the most expensive from 

computational time point of view, is to test each possible subset of features finding the one, 

which minimizes the error rate. Actually, with an increase of the number of features an 

exhaustive search of the feature space becomes computationally intractable for all but the 

smallest of feature sets. Another aspect that strongly influences the feature selection 

procedure is the choice of evaluation metric. It is possible to define the three main categories 

of feature selection algorithms: 

• Wrapper methods use a predictive model to score feature subsets. Each new subset is 

used to train a model, which is tested on a hold-out set. Counting the number of 

mistakes made on that hold-out set (the error rate of the model) gives the score for that 

subset. As wrapper methods train a new model for each subset, they are very 

computationally intensive, but usually provide the best performing feature set for that 

particular type of model. 

• Filter methods use a measure of proximity instead of the error rate to score a feature 

subset. This measure is chosen to be fast to compute, while still capturing the 

usefulness of the feature set. Common measures include the mutual information or 

correlation coefficient, inter/intra class distance or the scores of significance test for 
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each class/feature combinations. These methods are usually less computationally 

intensive than wrappers, but they produce a feature set which is not optimized to a 

specific model or application because they don’t take in consideration the interaction of 

the features in the model performances. This lack of tuning means a feature set from a 

filter is more general than the set from a wrapper, usually giving lower prediction 

performance than a wrapper.  

• Embedded methods are a catch-all group of techniques which perform feature selection 

as part of the model construction process. 

1.3 Overview of decision making procedures 
The PhasmaFOOD solution provides two decision making functionalities. The first one is 

reactive decision making that is performed on the data provided by end user - the actual 

measurement with supporting contextual data like location and time stamp. The second 

decision making functionality is called proactive and is based on the collected data sets and 

supporting contextual and regulatory data. The reactive decision making provides end users 

with results on performed food analysis. The proactive decision making should not be mistaken 

with predictive analysis as envisioned by the project use case 2 - shelf life estimation (this is still 

considered to be reactive decision making). The proactive decision making considered here is 

more strategic for the PhasmaFOOD system and for the end user.  

Reactive decision making is based on the data analysis results and the current measurement. 

This decision making technique directly provides food analysis results to the end user. It will 

also provide experimenters/validators and system administrators notifications about possible 

errors in analysis and measurement processes. The reactive decision making utilizes the trained 

machine learning models for classifying the end user measurement. Obtained results are 

formatted and sent to the corresponding PhasmaFOOD mobile application instance. 

Additionally, the reactive decision making will filter trusted and un-trusted data sources before 

updating training data sets for project use cases and sub use cases. Outputs of reactive decision 

making are analysis results, notifications about the measurement and analysis process status 

and notifications for management actions (i.e. stabilize scanner, recharge scanner, update 

software etc.). 

Proactive decision making is more strategic and policy oriented. First, these algorithms are used 

for making proper decisions regarding system maintenance and updates. In the PhasmaFOOD 

system, proactive decision making will be realized in the form of a rule engine with predefined 

set of triggers and schedule. The output will be decision to conduct machine learning model 

training with the updated data set (trained ML model is used for reactive decision making). 

Also, offline analysis of collected measurements will indicate the need for system calibration. 

Further on, proactive decision making algorithms will analyze data provided by un-trusted 

sources in order to assess their quality and include them into the training data sets thus 

ensuring that collected data are maximally utilized for improving system performance.  
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The proactive decision making is also based on offline data fusion and unsupervised learning 

revealing patterns and anomalies in collected data across the value chain. These algorithms will 

provide competitive edge for the PhasmaFOOD system when the solution is widely deployed. 

Based on the collected data sets, the proactive decision making can alert stakeholders about 

food contamination sources and recommend corrective actions for preventing spoilage and 

contamination outbreaks.  

Reactive and proactive decision making processes will be implemented as software functions 

and procedures in the cloud platform. Certain reactive decision making procedures may also 

take place on the embedded device and as part of the mobile application. More details can be 

found in sections 2, 3 and 4. 

2. Embedded Software 
The embedded software runs on the PhasmaFOOD sensing device and directly interfaces with 

the physical sensors on one side and prepares data for use case centric analysis performed 

throughout the PhasmaFOOD system architecture. The key modules, comprising the 

PhasmaFOOD embedded SW, are presented in the Figure 5 and listed in the Table 2. 

 

Figure 5 - PhasmaFOOD embedded SW high level structural diagram 

Table 2 - The main modules of the PhasmaFOOD embedded software 

Module Sub module The main functionality 

Embedded 
sensor handlers 

Handler for UV-Vis 
sensor 

Manages the operation of the UV-Vis spectrometer 

Handler for NIR 
sensor 

Manages the operation of the NIR spectrometer 

CMOS camera 
Handler  

Manages the operation of the integrated CMOS 
camera 

Communication 
modules 

The I2C and SPI communication interfaces handlers 
and multiplexers that enable data readings from all 

sensors (i.e. spectrometers and environmental 
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sensors) and interface with the camera 
Lighting source 

handler 

Manages the lighting (selection of light source and 

intensity) based on selected measurement mode 
Handler for motion 
sensor 

Collects readings from built-in motion sensor 
indicating high oscillations or unstable handling of 
the sensing device during measurements 

Handler for 
temperature sensor 

Measures the temperature of the integrated 
environment  

Control logic 

Energy management Manages battery charging, consumption and power 

saving  
Display management Drives the built-in display providing device status, 

notifications and analysis results 

Measurement logic The logic on how to configure and operate different 
combination of lighting sources and built-in sensors 
for each project use case and scenario 

Trigger management The SW logic that measures different system status 
indicators and sets triggers for corrective actions (i.e. 
low battery, high oscillations, high temperature) 

Notifications Sends notifications/triggers about high instability, 
high temperature, low battery level, finished 
measurement 

System update 
handler 

Manages implementation of the updated embedded 
firmware 

Embedded data 
preprocessing 

Data compression Performs data compression on CMOS camera output 
Data normalization Performs normalization on spectroscopy 

measurements 

Data formatting Formats preprocessed data in line with 
communication API specification 

Feature selection Performs feature selection on spectroscopy 
measurements based on use case requirements 

Communication/ 
API module 

BT handler Handles and operates utilization of the built in 
Bluetooth communication module (discovery, 
pairing, connection, data exchange, disconnection) 

BT LE handler Same as above 

USB handler Handles and operates utilization of the USB port for 
data exchange between the embedded system and 
the PhasmaFOOD mobile app  

API handler Manages message exchange with the PhasmaFOOD 
mobile application and/or the cloud platform 

 

For the first prototype phase the PhasmaFOOD project will utilize microprocessor environment 

in form of commercial off-the-shelf (COTS) BeagleBone board. After the performance of 
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implemented functionalities is assessed, the decision will be made on whether to migrate to a 

microcontroller environment and which functionalities to implement as part of the embedded 

SW and which to transfer to the mobile application and further onto the cloud platform. This 

will be the second prototype phase leading to the final form of the PhasmaFOOD embedded 

SW and sensing device. 

2.1 Control unit 
2.1.1 Architecture  

The embedded device will be developed using either a microcontroller or microprocessor 

architecture. The main advantage of microprocessor architecture, when it is compared with a 

microcontroller one, is the integration of a Memory Management Unit (MMU). Such a unit 

allows the microprocessor architecture to support the integration of an embedded real-time 

operating system (OS). Thus, more advanced preprocessing functionalities can be developed on 

the embedded device. Since the types of preprocessing functionalities on the embedded device 

(e.g., data normalization, feature selection, data compression) are under evaluation and 

experimentation from the partners, a ready-to-use embedded board that features a 

microprocessor architecture, is the most convenient solution as a first prototype. 

We have chosen to proceed with the BeagleBone Blue embedded board [8] because it 

integrates a microprocessor architecture with high frequency capabilities (up to 1 GHz) 

providing a variety of peripheral interfaces (e.g., SPI, I2C). The microprocessor unit is part of a 

System-in-Package (SiP), which includes also a power management integrated circuit (IC) and 

up to 1 GB of DRAM type DDR3. The power management unit allows for a battery connection 

with USB charging on the board. The embedded board provides also wireless connectivity (i.e., 

WiFi 802.11 b/g/n, Bluetooth 4.1 with BLE) using a discrete integrated circuit. 

The microprocessor on the BeagleBone Blue embedded board will integrate a Linux kernel and 

all the drivers for the peripheral hardware modules. All the potential preprocessing 

functionalities will be evaluated on the board. The power consumption, the execution time and 

the hardware recourses will be taken into consideration for the evaluation of each 

functionality. Also, the use of classic Bluetooth and BLE connections will be evaluated regarding 

the transmission of the resulted preprocessed data of each functionality to the mobile device. 

These evaluation results will be used to make final decisions regarding transition towards the 

microcontroller environment and which preprocessing procedures should be part the 

embedded SW. 

2.1.2 Operational States 

The embedded device will be able to operate at different states, each defined as a distinct 

mode of operation and running an explicit service. Figure 6 illustrates a diagram containing all 

the different states of operation for the embedded device. 
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Figure 6 - Operational state diagram of the embedded device SW 

The operational states of the embedded device are described as following: 

i) Sleep 

During the Sleep state of operation, the embedded device is shut down and cannot 

establish any communication to the mobile device. The embedded device remains at the 

Sleep state of operation until the end-user presses its start button. In sleep mode, the 

embedded device stores the currently valid reference NIR spectrum permanently. 

ii) Communication 

While the embedded device operates at the Communication state, a process, which handles 

the communication between the embedded and the mobile application, is running. The 

driver and API for the Bluetooth/BLE hardware module are used in order to establish a 

wireless communication to the mobile device and the PhasmaFOOD application therein. 

There are various cases when the embedded device goes to the Communication state of 

operation. 
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In case that the user has selected a specific measurement mode to be followed using the 

PhasmaFOOD mobile application, the embedded device goes to the Communication state 

and the corresponding process receives information regarding the selected measurement 

mode and the corresponding configuration of the sensors and lighting units to be used for 

measurements. All sensors are considered being used at all three use cases, but there are 

some special measurement modes for capturing the dark and white references of the 

spectrometers and for the calibration of the sensors as well. All sensors and lighting units of 

the sensing subunit must be configured and operate according to the information provided 

by the mobile application.  

In case that the data Preprocessing state of operation has finished, the embedded device 

goes to the Communication state and the preprocessed data, properly formatted, are sent 

to the PhasmaFOOD mobile application via Bluetooth/BLE connection.  

In case that the embedded device has just started operating, the process running at the 

Communication state of operation may receive information about potential software 

updates. In this case, the user has been informed about their existence at their mobile 

device and has accepted the integration of the updated software versions. Then, the 

embedded device goes to the Update operational state. 

iii) Update 

During the Update state of operation, the embedded device integrates the available 

software updates. 

iv) Measurement 

While the embedded device operates at the Measurement state, the running process 

handles the collection of the sensory measurements and gathers all the output data of the 

sensors. The drivers and the APIs written for the SPI bus and the Host Side USB 2.0 for 

collecting the output data of the UV-Vis, NIR spectrometers and the camera respectively, 

are used. 

All the data are stored at the available on-board memory. Then, they are processed at the 

Preprocessing operational state or sent directly to the PhasmaFOOD mobile application 

depending on measurement mode and final configuration of the measurement process. 

v) Preprocessing 

The process, which handles the data preprocessing at this operational state, applies all the 

selected processing algorithms on the data collected from the sensors (e.g., data 

normalization, feature selection/extraction, image compression). The resulted data are 

stored at the available on-board memory, the embedded device goes to the Communication 
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state of operation and the corresponding process handles the transmission of the 

preprocessed data to the PhasmaFOOD mobile application. 

vi) Oscillations 

The embedded device can go to the Oscillations state of operation while the Measurements 

state is processed. During this state of operation, the embedded device is not stable enough 

in order to proceed with the acquisition of sensory measurements. The level of mechanical 

and physical oscillations is considered being high. The user is notified that the sensory 

measurements collected cannot be considered as correct. They are advised to reduce the 

level of oscillations and informed that new measurements must be conducted. The 

notification is pushed towards the mobile application and presented to the end user as a 

pop up notification.  

The embedded device must include a small character display in order that the user is 

notified in special cases regarding the battery level, the temperature/humidity conditions, 

or the mechanical and physical oscillations level. This display may be used for providing 

guidelines to the end-user of the embedded device, or for displaying some intermediate 

and/or final results as well. 

A process, which is measuring the level of mechanical and physical oscillations, is constantly 

running on the embedded device.  

vii) Low Battery 

The embedded device can go to the Low Battery state of operation from any of the 

following states: Communication, Measurement, and Preprocessing. During this operational 

state, the user is notified that the embedded device will soon run out of energy and the 

battery needs to be charged. The embedded device then proceeds to the Energy Save 

operational state after a specified amount of time. In case the user connects the embedded 

device to their mobile phone using a micro USB 2.0 cable in time, battery charging starts 

and the embedded device returns to the previous state of operation. 

viii) High Temperature 

The embedded device can go to the High Temperature state of operation from any of the 

following states: Communication, Measurement, and Preprocessing. The temperature of the 

device is considered being higher than it should be. The user gets a notification about high 

temperature and the ventilation unit of the embedded device is turned on. 

A process, which is measuring the temperature, is constantly running on the embedded 

device. When the temperature returns to acceptable operational levels, the embedded 

device returns to the previous state of operation. 

ix) Energy Save 
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The embedded device enters the Energy Save state in order to save battery energy while 

waiting for a triggered event, or to end all the operations and shut down all the components 

before switching off. 

x) Overexposure 

The embedded device can go to the Overexposure state of operation while the 

Measurement state is in operation. The data from the sensors subunit show that the light 

level is too high for one or more of the currently active sensors. The user is notified that the 

sensory measurements collected cannot be considered as correct, specifying the sensors 

related to the high lighting levels. The notification is pushed towards the mobile application 

and presented to the end user as a pop up notification. The notification is not sent when 

the lighting is configured automatically. 

2.1.3 Triggered Events (Triggers) 

A number of events can be triggered during the operation of the embedded device. These 

events can be triggered by the end-user of the embedded device, or internally at the embedded 

device when some specified thresholds are exceeded. Thus, we can define two major 

categories of triggered events (triggers). We have to note that there are two events that are 

triggered internally at the embedded device, but only after a respective command have been 

sent from the mobile device. However, we will include these two events at the internally 

triggered ones. The two categories of triggers are described in detail as following: 

i) User triggered events 

 

 UON (User pressed button to turn ON) 

This trigger is true when the user presses the ON/OFF button in order to turn the device 

on - while the device is in the Sleep state. 

 UPB (User Pressed Button) 

This trigger is true when the user presses the ON/OFF button while there are processes 

running on the embedded device. 

ii) Internally  triggered events 

 

 SUP (Start UPdate)  

This trigger is true when there are software updates available for the device and the 

user has chosen to integrate them through their mobile application device. We have to 

note that this event is triggered after a corresponding command is sent from the mobile 

device. 

 UPC (UPdate Completed)  
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This trigger is true when the embedded device has completed the integration of 

software updates.  

 RSD (Read Sensors Data)  

This trigger becomes true when the mobile device transmits configuration information 

for the sensor subunit based on the selected measurement mode. After the respective 

command is received from the mobile device, the embedded device initializes the 

sensors and the lighting units and starts collecting the sensory output data. 

However, this event can be triggered also when the embedded device operates at the 

Oscillations state and the level of oscillations has reached an acceptable value or the 

Overexposure state and the lighting levels have been properly configured. Thus, this 

trigger can be considered as an internally triggered event as well. 

 POR (Preprocessing Operations Required)  

This trigger is true when the collected sensory data needs to be preprocessed before the 

embedded device sends them to the mobile device. 

 TSD (Transmit Sensory Data) 

This trigger is true when the sensory measurements are ready to be sent to the mobile 

either with or without any preprocessing. 

 LBD (Low Battery Detected)  

When the battery energy reaches a level considered to be low, this event is triggered. 

 BCN (Battery Charging Needed) 

This trigger becomes true when the embedded device is at the Low Battery state and, 

after a specified amount of time, the user has not connected a cable for starting 

charging the battery of the device. 

 HTD (High Temperature Detected)  

This event is triggered when the temperature inside the enclosure of the embedded 

device reaches a level that is considered potentially dangerous for the sensors. The 

temperature sensor is placed as close to the sensor subunit as possible. 

 HOD (High level of Oscillations Detected)  

This trigger is true when the level of oscillations has reached an upper limit and, thus, 

the measurements from the sensors cannot be safely considered as correct. 

 OED (OverExposure Detected) 
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This trigger is true when the levels of one or more lighting sources have exceeded some 

specified upper limits and, thus, the measurements from the sensors cannot be taken 

into consideration. 

 NCA (No Connection Achieved)  

This event is triggered when the embedded device cannot establish a stable 

communication to the mobile device running the PhasmaFOOD application. 

 GTS (Go To Sleep)  

This trigger is true when the embedded device goes from the Energy Save state to the 

Sleep one after a specified amount of time it has remained at the Energy Save state. 

 RPP (Restore Previous Process)  

This trigger becomes true when the operation of the embedded device returns to the 

process that was interrupted due to low battery, high temperature or high level of 

oscillations detected, or because no connection to the mobile device was achieved. 

 RCN (ReConfiguration Needed) 

This event is triggered when higher than accepted levels of lighting are detected at the 

measurements of the sensors. In this case, the embedded device returns at the 

Communication state of operation and notifies the user for reconfiguring the lighting 

conditions at the analysis case he has chosen to proceed with. 

2.2 Embedded data preprocessing 
Micro CPU environment allows for implementation of more complex preprocessing procedures 

(when compared to i.e. 8-bit microcontroller environment). During the course of the project 

different prototyping stages will involve detailed testing and validation of performance of data 

preprocessing procedures and embedded SW modules. If the performance indicators (resource 

usage and speed) are not met for a particular implementation of the preprocessing procedure, 

the procedure will be implemented as part of the mobile application or on the cloud platform. 

This performance assessment will be performed between WP4 and WP5. The Task 5.3 will work 

on implementation and assessment of embedded modules for data preprocessing. The WP4 

will implement data preprocessing modules as part of the mobile application or the cloud 

platform for those preprocessing procedures that cannot be effectively implemented as part of 

the embedded SW. 

2.2.1 Data formatting 

Data format will be defined by the utilized communication technology and API messaging 

structure. The embedded SW module will perform data formatting and enable proper 

utilization of communication API towards the mobile application and/or the cloud platform. 
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Well defined data format and API will enable utilization of the PhasmaFOOD scanning device by 

3rd party developers working on their own use cases and supporting SW architecture.  

2.2.2 Data compression 

The compression procedures will be applied on data coming from the built in camera module. 

More details about possible compression techniques can be found in the section 1.2.1. The 

camera sensor will acquire high resolution color images (5 megapixel), so compression will be 

needed to transfer the images from the device to the user's smartphone. Compression 

algorithms are divided into two categories, lossless and lossy compression. Lossless 

compression preserves all image information and is able to reduce the size by a factor of 2, 

whereas lossy compression algorithms achieves much higher compression rates, typically 10-50 

times, by discarding insignificant information. The type of compression employed will be 

determined by the following factors: 

1. Hardware constraints from the device (transfer rate, storage capabilities, computing 

power) 

2. The type of data (RGB/multispectral images) 

3. Significant features that have to be preserved 

4. The classification algorithm that further processes the data 

2.2.3 Data normalization 

Data normalization will be performed on the spectroscopy measurement data as well as on 

outputs of the built in camera. More details on data normalization options that are going to be 

investigated and validated during the course of the project can be found in the section 1.2.2. 

2.2.4 Feature selection 

The strategies of feature selection are strongly dependent from the specific case study. 

Moreover, they will be defined only after the experimental campaign when the measurement 

with the prototype will be performed. Opportunities for feature selection as applied to the 

spectroscopy measurements are listed in the section 1.2.3. 

2.3 Communication modules 
Overview of communication interfaces and technologies (namely Bluetooth, Bluetooth low 

energy and USB) can be found in the Appendix. 

2.3.1 Bluetooth and Bluetooth LE 

Bluetooth wireless technology is a short-range communications system. Its key features are 

robustness, low power consumption, and low cost. There are two forms of Bluetooth wireless 

technology systems: Basic Rate (BR) and Low Energy (LE). Both systems include device 

discovery, connection establishment and connection mechanisms. The BR system includes 

optional Enhanced Data Rate (EDR), Alternate Media Access Control (MAC) and Physical (PHY) 

layer extensions. The BR system offers synchronous and asynchronous connections with data 

rates of 721.2 kbps for BR, 2.1 Mbps for EDR and high speed operation up to 54 Mbps with the 
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802.11 AMP. The LE system includes features designed to enable products that require lower 

current consumption, lower complexity and lower cost than BR/EDR [9, 10, 11]. 

The communication between the embedded and mobile devices should be achieved based on 

the Bluetooth Low Energy (BLE) specification. A distinct module will be included on the 

embedded device for this purpose and drivers and APIs for the operation and use of the 

aforementioned module will be developed using existing software libraries. The BLE GAP 

specifies how a BLE-enabled device can make itself available and how two devices can first 

“handshake” and then connect to communicate directly with each other and exchange data. In 

particular, GAP specifies how the one of the two devices can operate as a peripheral device, 

while the second one will operate as the central device [12]. The embedded device will operate 

as a peripheral device and will advertise its presence so that the central mobile device can 

establish a connection. Then, the embedded device will no longer broadcast data to others and 

will stay connected to the device that accepted the connection request [13].  

The active type of scan is used for the embedded and mobile devices to connect. The central 

(mobile) device scans for an advertising packet (ADV_IND packet) before deciding to connect to 

the peripheral (embedded) device. During an advertising interval, the central (mobile) device 

issues a scan request packet (SCAN_REQ packet) The embedded (peripheral) device responds 

with more information in a scan response packet (SCAN_RSP packet) (Figure 7) [13]. 

 

Figure 7 - Communication between peripheral (embedded) and central (mobile) devices 

Once the embedded device has a dedicated connection with the mobile device (i.e. 

smartphone), the attributes (data) are formatted, packaged and transferred based on the GATT 

protocol specification. The embedded device will adopt the roles of both the client and the 

server. A client sends a request to the GATT server and read/writes attributes found in the 

server. A server stores attributes and makes them available to the client once it makes a 

respective request. Since the embedded device sends and receives information, it will operate 

both as a client and as a server [14].  

Extensive experimentation on the first prototype of the embedded device regarding the 

relation between the data transmission to the mobile device and the consequent power 

consumption will determine the use cases, which will make use of the BLE protocol for the data 
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transmission. A considerable factor towards this decision is also the time needed for the 

transmission accomplishment. All other use cases will make use of the standard Bluetooth 

protocol. 

2.3.2 Universal Serial Bus 

The Universal Serial Bus (USB) [15] is a cable bus that supports data exchange between a host 

computer and a wide range of simultaneously accessible peripherals. The attached peripherals 

share USB bandwidth through a host scheduled, token-based protocol. The bus allows 

peripherals to be attached, configured, used, and detached while the host and other 

peripherals are in operation. 

The USB connects USB devices with the USB host. The USB physical interconnect is a tiered star 

topology. A hub is at the center of each star. Each wire segment is a point-to-point connection 

between the host and a hub or function, or a hub connected to another hub or function. Due to 

timing constraints allowed for hub and cable propagation times, the maximum number of tiers 

allowed is seven (including the root tier) and, also, five non-root hubs maximum can be 

supported in a communication path between the host and any device. There is only one host in 

any USB system. The USB interface to the host computer system is referred to as the Host 

Controller. USB devices are either hubs, which provide additional attachment points to the USB, 

or functions, which provide capabilities to the system. 

The embedded device will be able to communicate with the mobile one using USB. In this case, 

the embedded device will have the peripheral role called USB Device, that is attached to a USB 

Host, the mobile [16]. The USB port will also be used for charging the sensing device battery. 

The mechanism of transferring data involves the Host reading and writing to a set of memory 

locations located on the USB Device. These memory locations are called Endpoints. Device 

endpoints are found in numbered pairs. Each endpoint has an IN and an OUT endpoint. OUT 

endpoints carry data coming out of the Host, while IN endpoints contain data being sent in to 

the Host. When the PhasmaFOOD device wishes to communicate with the Host a message is 

placed in an IN endpoint. The message will remain in the IN endpoint until the Host issues a 

READ transaction. A READ transaction caused the contents of an IN endpoint to be sent to the 

host [17, 18]. 

2.4 Sensory and lighting unit software interface/driver 
2.4.1 Handlers for UV-Vis, NIR spectrometers, and illuminations units 

The sensing subunit will integrate a UV-Vis spectrometer, an NIR spectrometer and an optical 

camera sensor. Two UV LEDs and two NIR light sources will be integrated in the sensing subunit 

as well. Inside the sensing subunit, the UV-Vis spectrometer will be connected to a supportive 

driving electronic board with a hardware module, which implements the Serial Peripheral 

Interface (SPI) [19]. The same stands for the NIR spectrometer. The communication of the 

embedded device with the light sources of the sensing subunit will be achieved via the SPI 
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protocol as well. The SPI bus is a synchronous serial communication interface. The SPI modules 

communicate in full duplex mode based on a master-slave architecture, which supports the 

existence of a single master. The SPI modules on the electronic boards of both spectrometers 

and the light sources will operate as slaves, while the respective SPI modules on the embedded 

device will operate as masters and handle the communication among the microprocessor unit, 

the spectrometers and the light sources. The SPI bus signaling and the master-slave 

configuration are depicted at Figure 8, which illustrates an independent slave configuration. An 

alternative slave configuration is the daisy chain one, where signal propagation among the slave 

modules is specified. However, such a configuration is not feasible for the sensing subunit since 

the UV-Vis and NIR spectrometers are considered to operate independently. 

 

Figure 8 - Communication with the UV-Vis, NIR spectrometers and illumination units via the SPI protocol 

The SPI bus specifies four logic signals as following:  

 SCLK (Serial CLocK) 

The SCLK signal is the clock signal with respect to which the data are transferred on the 

SPI bus. It is an output of the master module and each slave module receives the SCLK 

signal as its clock input. 

 MOSI (Master Output Slave Input) 

The MOSI signal is used for data transmission out of an SPI master module and data 

reception at a slave one. 
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 MISO (Master Input Slave Output) 

The MISO signal is used for data transmission out of an SPI slave module and data 

reception at a master one. 

 SS (Slave Select) 

When an SPI module operates as a master, in the independent slave configuration (see 

Figure 8), one SS output signal from the master module drives a corresponding input 

signal at each slave module with which a data transfer may take place. When a specific 

slave module is selected to communicate with the master one, then the corresponding 

SS signal is driven low or high in order to establish a connection with the selected slave 

module. The SS signal is often driven low when the corresponding slave module is 

selected. 

Four communication modes are available (MODE 0, 1, 2, 3) that define the SCLK edge on which 

the MOSI line toggles, the SCLK edge on which the master samples the MISO line and the SCLK 

signal steady level. Each mode is formally defined with a pair of parameters called clock polarity 

(CPOL) and clock phase (CPHA). A master/slave pair must use the same set of parameters (SCLK 

frequency, CPOL, and CPHA) for a communication to be possible. If multiple slaves are used that 

are fixed in different configurations, the master will have to reconfigure itself each time it 

needs to communicate with a different slave. 

In the context of the communication between the embedded device and the NIR spectrometer, 

some control signals will be available: a synchronization “start” signal, which will enable the 

spectrometer to start capturing data, a “busy” signal, which will inform the MCU/MPU on the 

status of the spectrometer (i.e., whether the spectrometer is ready for acquiring new data or 

not), and a “ready” signal, which inform the MCU/MPU when the acquisition has finished. Some 

control signals will be also available for the proper communication of the embedded device 

with the UV-Vis spectrometer. Power and ground supply signals will be provided to the 

spectrometers and illumination sources as well. 

Linux driver for SPI module is available at [19]. 

2.4.2 CMOS camera handler 

The embedded device will be able to communicate with the camera sensor using USB. In this 

case, the embedded device will be the USB Host and the camera sensor will have the peripheral 

role called USB Device [16]. 

2.4.3 Communication on the embedded device 

The embedded device may include a number of components, which will communicate with the 

microcontroller or microprocessor unit. Such components are a Power Management unit 

Integrated Circuit (PMIC), a temperature sensor, an Inertial Measurement Unit (IMU), or a small 

screen. Today, at the low end of the communication protocols, we find the Inter-Integrated 
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Circuit (I2C) and the Serial Peripheral Interface (SPI) protocols. Both protocols are well suited 

for communications between integrated circuits for slow communication with on-board 

peripherals [19].  

I2C is a multi-master protocol that uses two bi-directional signal lines called serial data (SDA) 

and serial clock (SCLK). There is no need of chip select (slave select) or arbitration logic. Virtually 

any number of slaves and any number of masters can be connected onto these two signal lines 

and communicate between each other using a protocol that defines 7-bit slave addresses (each 

device connected to the bus has a unique address), data divided into bytes, and a few control 

bits for controlling the communication start, end, and direction and for an acknowledgment 

mechanism. 

The I2C protocol specification states that the IC that initiates a data transfer on the bus is 

considered the bus master. Consequently, at that time, all the other ICs are regarded to be bus 

slaves. First, the master will issue a START condition and all ICs on the bus will listen to the bus 

for incoming data. Then, the master sends the ADDRESS of the device it wants to access, along 

with an indication of whether the access is a Read or Write operation. Having received the 

address, all ICs will compare it with their own address. If it does not match, they simply wait 

until the bus is released by the stop condition. If the address matches, however, the chip will 

produce a response called the ACKNOWLEDGE signal. Once the master receives the 

ACKNOWLEDGE, it can start transmitting or receiving DATA. When all is done, the master will 

issue the STOP condition. This is a signal that states that the bus has been released and that the 

connected ICs may expect another transmission to start at any moment. 

3. Mobile Application 
The PhasmaFOOD SW architecture includes a mobile application as the bridge between the 

scanning device and the cloud platform. The PhasmaFOOD mobile application is in ideal 

position for realization of interface with modern, mobile users who are accustomed to using 

mobile applications in all segments of their personal and professional life. Since modern 

smartphones can be considered as powerful platforms for the execution of complex data 

analysis and decision making algorithms, the introduction of the mobile application into the 

PhasmaFOOD SW architecture brings opportunities for potential additional data preprocessing 

and overall improvement of data analysis and resource utilization performance. However, 

regarding the level of processing, data analysis and decision making, the role of the 

PhasmaFOOD mobile application will be investigated in order to assess the required resources 

that a mobile smartphone should provide for such functionalities. 

During the course of the project, we will develop Android and iOS versions of the mobile 

application. One version of the application will be developed for the first prototype phase. This 

version will support project partners performing laboratory analysis and data collection 

throughout the WP3. Another version of the mobile app will be developed meanwhile with end 
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users of the PhasmaFOOD solution in mind. For the first prototype phase we will develop only 

the Android mobile application because of easy distribution of test applications throughout the 

project consortium. The iOS version of the app needs to pass strict Apple review process before 

being available for installation - this could slow down updates and agility in solution 

development. However, for end user version of the app, both Android and iOS instances will be 

developed.  

The main modules of the PhasmaFOOD mobile platform are presented in the Figure 9 and the 

Table 3.  

 

Figure 9 - High level block diagram of the PhasmaFOOD mobile application 

Table 3 - The main modules of the PhasmaFOOD mobile application 

Module Sub-module Functionality 

API handler 
towards 
embedded 
SW 

Bluetooth 
communication 
module 

Mobile OS classes for managing communication over 
Bluetooth and LE Bluetooth interface 

USB communication 
module 

Mobile OS classes for managing communication over 
USB port 

Data formatting Procedures for data formatting based on API 
specification 

API handler Managing messages and commands to be exchanged 
over the API 

Mobile agent 

Location module Mobile OS classes for retrieving current location 

Data buffer Buffer for sensory data to be preprocessed and 
analyzed 

Notification handler Handles notifications towards the end user 

Control logic Organizes data collection and processing, northbound 
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and southbound communication and integrates GUI 
hooks 

Data analysis 
and 
preprocessing 
(optional) 

Data compression Performs in app data compression - camera image and 
other measurement data 

Data  normalization Performs normalization on collected measurements 
Feature selection Performs use case specific feature selection 

Decision 
making 
(optional) 

Trained ML model 
loader 

This module receives trained ML model for decision 
making from the cloud platform and prepares it for 
execution 

Reactive decision 
making 

Executes measurement classification based on the 
trained model and selected use case 

API towards 
the cloud 
platform 

Internet 
communication 
module 

 

Communication with the cloud platform over WiFi or 
3GPP interface 

API handler Manages messages and commands to be exchanged 
over the API 

Data formatting Procedures for data formatting based on API 
specification 

GUI and UX 

Authentication and 
authorization module 

User registration and login, password recovery 

Notification handler Notifications for end user upon measurement 
finalization, analysis finalization, trigger event, 
available update of embedded SW 

Application interface Headers, navigation bars, menus, pop up messages, 
animations, configuration wizard 

Hyperlinks Towards youtube instruction videos or other sources 
of information 

Result representation Graphs and charts with user friendly final result 
presentation and supporting explanation 

Optional features for data analysis and decision making will be explored during the WP4/Task 

4.1. Performance of different data preprocesses and analysis models on mobile platforms with 

different HW capabilities needs to be assessed before making decisions related to active 

participation of the PhasmaFOOD mobile application in DA and decision making processes. 

Figure 10 illustrates the UML usage diagram for the PhasmaFOOD mobile application.  
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Figure 10 - UML state diagram of the mobile application software design 

When the user opens the mobile application, they may choose to log in, create a new account, 

request help in case of forgetting their password, or contact someone for further information. If 

the user chooses to log in and provide correct credentials, then a new screen appears 

depending on whether the user is identified as a simple user or an experienced one. 

In case that the user is a simple one, they are presented with three options. They can edit the 

details of their account, see the results of previous analysis, or proceed with a new analysis and 
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choose the measurement use case. Under account management, end user can choose to 

register new PhasmaFOOD sensing device to their account. If the user wants to open a new 

analysis case, then the new screen appears on their mobile device and provides three different 

options: Mycotoxins, adulteration, or spoilage detection. The user can choose any of the 

aforementioned detection options and, then, they must specify the type of food they are going 

to inspect from the provided list of food and beverages for which the PhasmaFOOD project has 

obtained data sets and trained decision making models. When a pair of (Type of Analysis, Type 

of Food) is established, information on specifying the scanning conditions appears on the 

mobile screen. The information consists of the configuration parameters, which are selected 

based on the Type of Analysis - Type of Food pair and sent to the embedded device in order to 

configure properly the sensors and lighting units of the sensory subunit. They also provide 

relevant information on the equipment required for the right conducting of the measurements 

(e.g. special surfaces for sensors protection in case of liquids). The user must approve this 

information, so that a new screen will appear on their mobile device with the options of 

starting the cloud analysis or watching a guiding video online for further information and 

guidelines on how to use the embedded device for the analysis they have chosen to conduct. 

After the cloud analysis has finished, the results appear on the mobile screen. 

In case that the user is identified as an experienced one, they are also presented with three 

options, but the analysis and measurement option they have is more enhanced. On top of 

opening a new analysis case, the end user can choose to capture a new dark reference file. 

Then, they must specify the spectrometer, which they want to define a new dark reference for. 

Detailed guidelines are provided to the end user and a new dark reference file is stored on the 

embedded device’s memory. Also, the user can choose to capture a new white reference for a 

specific spectrometer following a procedure similar to the aforementioned one for the dark 

reference. When the user chooses the live measurement mode (troubleshooting, alignment 

and test mode), they select one sensor and set the configuration parameters (e.g. light level, 

exposure time). Data acquisition starts and the sensor data are transferred as a stream to the 

mobile display. The user can choose whether to send the measurement data to the cloud 

platform for further analysis and see the results of the analysis on their screen or stay at the 

screen with the streaming data. 

3.1 In App data processing and analysis 
Modern smartphones allow execution of complex data analysis and processing procedures. 

Therefore, everything that turns out to be too complex and resource hungry for the embedded 

system will be considered for implementation as part of the mobile application. All data 

processing, analysis and decision making proposed in this and section 3.2 are optional and will 

be subject to detailed research and testing. Because hardware and software capabilities of 

smartphones and tablets differ significantly between models that are in everyday use, it will not 

be possible to test data processing and analysis functionalities and their performance on all 

platforms. Therefore, all these processes are considered as optional at this stage of the project. 
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3.1.1 Data compression 

The mobile application may provide additional data compression procedures (or all data 

compression can take place on the mobile device), apart from those conducted on the sensing 

device. There are well defined, high performance image compression tools and libraries that 

can easily be implemented into Android or iOS application. Compression techniques that are 

going to be investigated throughout the project are presented in the section 1.2.1. 

3.1.2 Feature selection 

According the specific case study, the feature selection optimized during the preliminary phase 

will be selected. As a consequence, only a part of the total amount of data will be used as input 

for the decision making model. Options that are going to be considered are presented in the 

section 1.2.3. 

3.2 Decision making in application 
During the course of the project two options for reactive decision making are going to be 

investigated. The standard option considers that embedded SW and optionally the mobile 

application perform data preprocessing and preparation for reactive decision making 

(application of trained ML models for classification) conducted on the cloud platform. The 

second option will allow loading of a trained ML model for decision making onto the mobile 

application. The trained ML model will be represented in programming language agnostic form 

(like a vector/list) that can be easily translated and utilized by decision making procedures 

implemented as part of mobile applications. This will be tested for different project use cases 

and sub use cases and overall performance of the approach will be assessed with performance 

metrics: resource utilization (bandwidth, computation and storage resources, battery) and 

speed of decision making. If metrics are positive, the approach of performing reactive decision 

making on the mobile app can drastically simplify privacy protection requirements.  

3.3 API handler towards embedded modules and the cloud 
Details of API implementation (messages and communication stages) can be found in section 5. 

3.3.1 Bluetooth 

Bluetooth Low Energy (BLE) 

When using BLE, the communication between two devices is specified by the GAP protocol and 

the transfer and format of the data are defined by the GATT one. Since the communication in 

our case is bi-directional, the mobile device will operate either as client or as server [14].  

The mobile device will stand as the central device, which initiates the connection with the 

embedded device (peripheral device) after listening to the advertising packets. In order for the 

central device to connect, it sends a request connection data packet to the peripheral device. If 

the embedded device accepts the request from the central device, a connection is established. 
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Then, the mobile device defines the connecting parameters between the embedded device and 

itself. These can be modified only by the central device [12, 13, 14]. 

The two devices exchange Objects containing the information or data, which are specified to be 

sent. An Object may include the parameters for the connection establishment (from the server 

to the client and vice versa), the configuration information for the setup of the sensors and 

lighting units (from the server to the client), or the preprocessed or raw data, output from the 

sensor subunit (from the client to the sensor). 

3.3.2 Universal Serial Bus 

When the mobile is connected to the embedded device via USB, it will operate as the Host. The 

Host sends the communication request and the Device responds to it. Only the Host can initiate 

the data transfer event [16].  

The USB hardware circuit of the Host enables the detection of attachment and removal of a 

USB Device, to supply power to the attached USB Device, manage the data flow and error 

checking of transactions. The Host's software component handles the USB Device and its 

connectivity, enumeration and configuration. Also it is able to load Device drivers in order to 

access the attached Device [16]. 

If the Host sends a message to the Device, the message is placed in an OUT endpoint on the 

Device through the use of a WRITE transaction. The USB Device’s software monitors the OUT 

endpoints to determine if any messages have been received from the Host. After detecting the 

presence of a message from the Host, the Device will copy the message from the OUT endpoint 

[17, 21]. 

 

Figure 11 - Communication interface between the mobile application and the scanning device 
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For communication with the cloud platform, the mobile app will utilize standard 

communication interfaces (WiFi and 3GPP/4G) and TCP/IP stack. The API details can be found in 

section 5.2. 

3.4 GUI and UX 
Since the mobile application is the main interface towards the end user, it needs to provide 

engaging and simple GUI and UX that hides complexity of a typical food analysis process and 

minimizes doubts about proper utilization of the system. Commercially available solutions (like 

SCIO [22] or TellSpecs [23]) will be investigated in order to define the main UX requirements 

and properly reflect them through GUI design and implementation. GUI implementation 

libraries for Android and iOS enable quick development of professional and engaging interfaces. 

The user will be guided through the selected use case step by step as shown in Figure 12. Apart 

from this measurement support wizard, the mobile application will provide user interfaces for 

registration and login, password recovery and contact form for reporting issues. End users will 

also be able to go through statistics and history of previously conducted measurements. The 

profile management interface will enable end users to register a new scanning device and 

update their profile information (i.e. password, email). 
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Figure 12 - Mobile application GUI and UX 

4. Cloud Platform 
The cloud platform is the focal point for all sensory and contextual data. It hosts the data 

warehouse for collected data. From the data warehouse the data sets for specific use cases and 

scenarios are derived. Data analysis is performed on the derived data sets and decision making 

models are trained based on result of analysis. The trained decision making models are utilized 

for reactive and proactive decision making and realization of project use cases. The cloud 

platform also provides open APIs for 3rd party developers to enable them to utilize 

PhasmaFOOD decision making algorithms and integrate the PhasmaFOOD device with their 

mobile applications. On the other side, the cloud platform is capable of interfacing with 3rd 
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party sources of data and information that can complement collected data sets and improve 

decision making performance and accuracy. Figure 13 and Table 4 provide insight into cloud 

platform modules and their functionalities.  

 

Figure 13 - High level block diagram of the PhasmaFOOD cloud platform 

Table 4 - The main modules of the PhasmaFOOD cloud platform 

Module Sub-module Functionality  

API handlers 

API towards mobile 
app 

Handles API communication with the mobile 
application instance 

API for developers 
Provides REST API for 3rd party developers enabling 
them to access PhasmaFOOD data sets and data 
analysis functionalities 

API for 3rd party data 
sources 

Handles API calls towards 3rd party services providing 
complementary data and information for realization 
of project use cases 

Data formatting Formatting data based on API specification 

Data 
warehouse 

Data warehouse 
Stores all measurements, contextual data and analysis 
results 

User database DB storing user profile and user related data 
Device database DB storing device logs and basic information 

Training data sets 
Data sets derived from the main DB/warehouse and 
used for training and testing ML models 

Procedures for 
populating data sets 

Stored procedures utilized for deriving use case 
specific data sets from the main data warehouse DB 

Data archive Archive of all data and analysis results  
Regulatory database DB containing regulatory information guiding the 
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decision making processes 

Trained ML models 
DB storing trained ML models for each use case and 

sub use case 

Data analysis 

Feature selection 
Performs feature selection on preprocessed 
measurement data 

ML model training 
Performs training of ML classification and clustering 
models based on training data sets 

ML model calibration Trains ML models again with updated data sets 

Pattern recognition 
Provides clustering on all data sets in order to identify 

patterns and anomalies 

Decision 
making 

Reactive decision 
making  

Classification of the measurement provided by the 
end user and decision on whether to include the 
measurement into a working data set 

Proactive decision 
making 

Strategic/policy oriented decision making for system 
maintenance; recommendations and notifications 
based on deep learning 

Scheduler Procedures for scheduling internal system updates 

Rule engine 
Rule engine defining and executing rule sequences for 
checking system status and performing updates 

AAA 

User registration and 
authorization 

Handles authorization and registration of end users 
and administrators 

Device registration and 
authorization 

Handles device registration and authorization 

Encryption Performs encryption on privacy sensitive data 

Profile management 
Enables basic procedures for profile management 
(email verification, password renewal etc.) 

Dashboard 

Statistics and history 
Displays statistical and history data in charts and 
tables 

DB management 
Enables DB query and management through the web 
interface 

Analysis management 
Enables management of analysis processes and saving 
trained ML models 

GUI/UX User interface of the web dashboard  

 

4.1 Cloud Database 
The PhasmaFOOD cloud platform hosts the PhasmaFOOD data warehouse which stores all 

collected sensory measurements and contextual data coming from sensing devices, mobile 

application and 3rd party services like regulatory databases. From this main database, the 

PhasmaFOOD cloud platform procedures derive data sets used for training ML models for 

decision making required by each project use case and scenario.  
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The Figure 14 shows the high level structure of the PhasmaFOOD cloud database. The database 

comprises the following entities: 

 Data warehouse - the focal point for all measurement and contextual data. It stores all 

collected measurements and analysis results. From here the cloud platform procedures 

build use case specific training data sets, identify data fusion opportunities and provide 

data for offline analysis guiding proactive decision making. 

 Data archive - stores analysis results and history of conducted measurements. It is used 

for offline data analysis and safe keeping the data warehouse state in case of data 

corruption. 

 Training data sets - derived from the data warehouse for each use case and scenario 

that require specific data fusion and ML model training procedure. It is the working 

database for training ML models and making reactive decisions based on the current 

measurement provided by the end user. 

 Trained ML models - this database stores trained ML models in their vector form so that 

they can be easily employed by SW behind decision making processes. 

 Proactive analysis results - stored derived patterns and distributions based on offline 

data analysis and strategic, policy oriented decision making. 

 Regulatory data set - contains information from regulatory bodies guiding decision 

making processes and measurement classification. 

 Users database - stores user related data. 

 Device database - stores data related to PhasmaFOOD devices. 
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Figure 14 - PhasmaFOOD cloud database 

The PhasmaFOOD database will be developed as non-relational, document based DB which will 

allow flexibility for future updates in data sets and scenarios. Since there are no needs for 

complex transactions and database merging, a relational DB would only introduce complexity 

and overhead related to management of the DB schema and relations.  

4.2 Data analysis and machine learning models 
The PhasmaFOOD cloud platform is the main stage for analyzing collected sensory and 

contextual data in order to guide decision making behind each project use case. Software 

libraries containing algorithms and procedures for data analysis will be implemented. The 

libraries will include universal tools for feature selection, data normalization, supervised 

classification and unsupervised clustering and anomaly detection. These tools will be employed 

by decision making algorithms to derive training data sets, training decision making models and 

utilizing them for making actual decisions based on the offline data analysis or based on the 

current measurement provided by the end user.  

Data preparation approaches that will be considered within the project are presented in the 

section 1.2. After the collection of the experimental datasets for each use case it will be 
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possible to determine the optimal choice for each data analysis step. Actually it will be possible 

to understand if it is necessary to normalize data (i.e. whether mean centering or unitary 

normalization will be considered). For the feature selection according to the specific case study 

two different approaches could be considered: filter or wrapper approaches. To define the 

minimum number of selected features, in either case, different runs will be performed 

considering the results in validation phase as the parameter to optimize. 

Regarding cloud based data analysis, different machine learning algorithms will be considered. 

The main goal of data analysis is to enable PhasmaFOOD system to classify collected 

measurements based on the trained classification model. Classification approaches for each use 

case will be selected among the golden standard classification models as for example: 

 Linear Discriminant Analysis (LDA) 

 Partial Least Square Discriminant Analysis (PLSDA) 

 K Nearest Neighbors  (K-NN ) 

 Mahalanobis classifier 

 Artificial Neural Network (ANN) 

 Support Vector Machine (SVM) 

 Bayesian Classifiers 

In the PhasmaFOOD project we will analyze and validate machine learning algorithms proposed 

by the literature in the domain of spectroscopy and food analysis. In [24], Principal Component 

Analysis (PCA) [25], Linear Discriminant Analysis (LDA) [26, 27]and Partial Least Squares (PLS) 

regression [28] were used for processing of the UV-vis, NIR and MIR spectral data for detection 

of minced beef adulteration with turkey meat. Performing PLS analysis on the NIR spectrum 

data resulted at the possibility of considering NIR as fast and highly reliable support for 

traditional methods for species identification in minced meat products. In [29], hyperspectral 

images were acquired from longissimus dorsi muscle of pork, beef and lamb and their spectral 

data were extracted and analyzed by PCA and partial least squares discriminant analysis (PLS-

DA) for recognition and authentication of the tested meat with PLS-DA yielding 98.67% overall 

classification accuracy in the validation sets. A multispectral image analysis approach to detect 

adulteration of beef and pork in raw meats is described in [30]. Multispectral images from four 

independent experiments were acquired for this work. Data from the first three experiments 

were used for PLS-DA and LDA and the results showed very good discrimination between pure 

and adulterated samples yielding 98.48% overall correct classification. The models were further 

validated using the data of the fourth experiment for independent testing, where all pure and 

adulterated samples were classified correctly in the case of PLS-DA, while LDA was proved to be 

less accurate.  

Random Forests (RF) [31, 32] consist a supervised learning technique which forms forest-like 

structures with decision trees that are generated using the random sampling with replacement. 

These decision trees may be either classification or regression trees. In [33], where PCA and RF 
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were applied to cluster the samples for vegetable oil discrimination, RF showed a better ability 

of discrimination and also revealed the contribution of each variable to the clustering model.  

Support Vector Machine (SVM) [31] provides a classification learning model and algorithm. In 

[34], multispectral images from three different batches of minced beef and horsemeat were 

acquired. Images were taken again after samples were stored at 4 °C for 6, 24 and 48 h. PLS-DA, 

RF and SVM models based on the first two batches were developed while the third batch was 

set aside for external/independent validation. Results showed that freshly-ground and stored 

samples were clearly distinguishable. Using a two-step SVM model however, all pure and 

freshly-ground samples were classified correctly and the overall correct classification was equal 

to 95.31% for independent batch validation.  

In [35], an Artificial Neural Network (ANN) was used to build the classification model based on 

the relevant features of beer. The classification has been performed for two subsets, the first 

that included samples of good quality beer and the other containing samples of unsatisfactory 

quality. ANN techniques allowed the discrimination between qualities of beer samples with up 

to 100% of correct classifications. 

All these approaches will be researched and appropriate ones will be implemented and tested 

within the cloud platform on the collected data sets. It is important to remark that in case two 

or more approaches yield similar performance, the simplest and most efficient in term of 

complexity and resource utilization will be implemented. 

4.3 Decision making algorithms 
The PhasmaFOOD cloud platform provides reactive and proactive decision making based on 

collected data sets, provided measurements from end users and system defined triggers. These 

algorithms are the basis for realization of project use cases, system management and strategic 

planning of monitored supply and production chains. Decision making mechanisms will be 

implemented as collections of software procedures and scripts which take as inputs trained ML 

models, the current measurement/trigger on which to conduct analysis and employ rule engine 

to execute all the steps leading to the final decision whether it is reactive decision or 

strategic/proactive decision.  

Figure 15 shows a high level block diagram of the reactive decision making process. There are 

two main functionalities of the reactive decision making: 1. Reaction to measurement and 

contextual data provided by the end user in order to employ defined data analysis and machine 

learning models to classify the measurement and provide food analysis results to the end user; 

2. Decision on whether to store received measurement data into the training data set or to 

store data only into the archive - whether or not the source of data is trusted or not as valid 

source (more details in section 6). 
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 Figure 15 - Reactive decision making high level block diagram  

The Figure 16 and 17 provide insight into operation of proactive decision making mechanisms. 

The Figure 16 showcases the first class of proactive decision making which focuses on strategic 

and policy based management of the PhasmaFOOD system. Based on predefined schedule 

(daily, weekly, monthly cron job) and a set of internal triggers (amount of new data set entries 

from validated measurements, reached trigger level for the number of errors in classification) 

as well as changes in regulatory data (collected from 3rd party service), the proactive decision 

making will employ rule engine directives which will update the system components so as to 

address the detected changes. Output of the decision making will be directives to perform ML 

model training with the updated data set and to perform calibration of the sensing device and 

update its firmware software. Another task for the strategic decision making directives is to 

perform offline analysis of measurements and analysis results provided by untrusted sources. It 

includes analysis of data from the DB archive, quality assessment and making decision on 

whether to include particular measurement into the training data sets. This will ensure that all 

data that reach the cloud platform are maximally utilized to improve overall performance of the 

PhasmaFOOD decision making processes. 
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Figure 16 - Proactive decision making - Service management 

The Figure 17 provides insights into the block diagram of the proactive decision making based 

on in-depth analysis of all data across different use case data sets. The goal is to utilize wealth 

of stored data to provide recommendations to stakeholders operating the PhasmaFOOD 

solutions. Once the PhasmaFOOD solution reaches wide usage and deployment throughout 

farm to fork value chain, the collected food analysis measurements can be analyzed to identify 

anomalies and patterns. This will lead to conclusions regarding sources of food contamination 

and point out which stage in the value chain brings the highest risk for contaminating food.  
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Figure 17 - Proactive decision making - system wide analysis 

4.4 Dashboard 
The PhasmaFOOD cloud platform will host a web dashboard. This dashboard will be used by 

system administrators, end users and stakeholders who operate the PhasmaFOOD solutions. 

During the course of the project the cloud dashboard will be developed in two main phases. 

The first phase will provide a cloud dashboard which will guide experimenters and project 

partners during implementation and validation of PhasmaFOOD project use cases. In parallel, a 

web dashboard will be developed with end users and administrators of deployed system in 

mind. The Figure 18 shows UML diagram of web dashboard usage. The dashboard will 

recognize three main classes of users. The researchers are project partners and this branch of 

web dashboard will be developed and validated first. It will provide end users with advanced 

understanding of the PhasmaFOOD processes and general spectroscopy and food analysis to 

gain full control of their data sets, analysis processes and decision making algorithms. The 

regular end user will be able to see the conducted analysis history in different levels of detail. 

System administrators will manage the whole PhasmaFOOD system as well as system users. 

System administrators will be project partners and they will have all analysis capabilities as 

researchers in addition to service and user management. 
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Figure 18 - Cloud dashboard usage diagram 

4.5 Hosting platform 
The PhasmaFOOD cloud platform will be hosted on one of the available cloud platforms. Choice 

can be made between commercially available and open source cloud platforms. The following 

hosting options are considered for the PhasmaFOOD cloud platform. 

 Commercial cloud platforms (Google Cloud platform [36], Amazon AWS [37], Microsoft 

Azure [38]); 

o Reliable, auto scalable, rich set of available APIs and functionalities. 

o Additional cost for the project, but during development free quotas offered by 

providers will be sufficient for operating experiments and collecting data sets. 

o Management dashboards enable quick deployments, data management and 

integration of additional services on the fly. 

 Open cloud platforms (i.e. EU funded projects and platforms); 

o Free for use 

o Scalability needs to be configured carefully 
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o Questionable availability/reliability 

o Considered options: 

 SOFIA 2 BASE Edition [39]: 

 Centralized console for application and module management.  

 Ontology and assisted modeling: from Excel, wizard, visually...  

 Multilanguage APIs Rules REST, MQTT etc. 

 NoSQL Data Base (MongoDB) or relational as BDTR Dashborads and 

Reports 

 SOFIA 2 IoT Edition [39]: 

 Integration devices and social networks.  

 Big Data Infrastructure on Hadoop.  

 API Manager for publishing information as APIS REST.  

 Web notebooks for interactive analytics.  

For the prototype phase 1 a commercial cloud platform will be selected for hosting. Available 

SDKs, management dashboards, development documentation and auto scalability provided by 

these platforms ensure fast and agile development, prototyping and validation.  

Cloud platform components can be packaged as containers (i.e. Docker [40]) and migrated 

between hosting platforms or on a physical server/cluster. Such portable solution can be easily 

migrated between different platforms, servers and data centers and completely implemented 

in private environment by 3rd party stakeholders.  

4.6 APIs for 3rd parties 
The PhasmaFOOD cloud platform will enable integration of 3rd party APIs which may provide 

complementary data and information to the data sets collected for execution of project use 

cases. During the course of the project, we will integrate relevant regulatory data sets for 

project use cases. This will put conducted analysis and measurements into regulatory context 

(i.e. allowed mycotoxin level in certain food types). Two 3rd party services providing necessary 

regulatory frameworks are identified at this stage of the project: Codex Alimentarius 

(International food standards) [42] and Commodity Regs (worldwide mycotoxin regulations 

tool) [42]. Complementary data sets of spectroscopy measurements that correspond to 

measurements and sensor combination obtained within project use cases will be hard to find. 

But if project partners become aware of such data sets during the course of the project, they 

will be incorporated and tested.  

Another role of the PhasmaFOOD cloud platform is to ease integration of the PhasmaFOOD 

solution with 3rd party services that will be built on top of the basis provided by the project. The 

PhasmaFOOD data sets, data analysis and decision making procedures will be accessible 

through REST APIs (which will be either open or based on partner agreement and special 

permissions) with interactive Swagger [43] documentation featured on the project website. The 
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interactive REST API documentation will allow 3rd party developers to test APIs and query data 

sets without the need for implementation of API handlers on their software or downloading 

data sets. This will help them to quickly reach a conclusion on whether the services provided by 

the PhasmaFOOD platform are suitable for their applications. If so, they will be able to 

implement API handlers on their SW based on the specification and sample API handlers for 

Android and iOS provided by the project. Such dissemination strategy will improve visibility and 

attract developers to use PhasmaFOOD integrated sensing device and cloud services to build 

engaging applications and services to end users.  

5. Application Programming Interfaces - APIs 
In order to enable exchange of sensory and contextual data as well as configurations, analysis 

results and commands throughout the PhasmaFOOD system architecture, a set of APIs will be 

defined, developed and implemented. In principle APIs enable the exchange of data between 

two entities based on mutually agreed set of directives and data exchange formats. The Figure 

19 provides insight into exchange sequences through the embedded-mobile-cloud 

communication chain featured in the PhasmaFOOD SW architecture. 

 

Figure 19 - UML sequence diagram for information exchange and communication between PhasmaFOOD sensing 

device, mobile app and the cloud platform 
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Apart from physical and logical connection establishment, there are two main communication 

stages featured in the PhasmaFOOD solution. First, end users and devices are registered and 

authorized on the cloud platform. After this is finished and trust is established, the 

measurement and analysis stage can take place. During this stage sensory and contextual data 

are transferred in one direction while measurement configuration and result analysis are 

transferred into the opposite direction.  

Error handling API will be developed between cloud platform and mobile application as well as 

between mobile application and the embedded SW. This API set will cover the main errors that 

can arise through improper usage of the solution or internal computation errors. Errors will be 

coded and a set of directives for interpreting error codes will be implemented on all sides of the 

communication chain. This will ensure proper logging of actions and errors that will lead to 

proper system administration and issue troubleshooting. Additionally, the error API information 

will enable implementation of pop-up messages for end users informing them to take 

corrective actions to resolve the identified issue.  

5.1 API embedded software - mobile app 
The communication channel between embedded SW running on the PhasmaFOOD sensing 

device and the PhasmaFOOD mobile application running on end user mobile device is 

established over Bluetooth interfaces. Details about physical and logical connection 

establishment can be found in the section 2. Here we present API directives and data 

exchanged performed over the Bluetooth channel. The Figure 20 shows sequences in data and 

command exchange between the mobile application and the embedded SW. After the 

connection is established and end points are authorized, the food analysis sequence can start. It 

comprises directives for transferring measurement configuration commands compiled based on 

the end user selections through the mobile app interface for a specific use case and food type. 

After the configured measurement process is finished on the embedded device, the collected 

data are preprocessed (normalized and compressed) and sent to the mobile application. Over 

the established communication channel the embedded SW reports status of the embedded 

system and triggers alarms if a certain operational condition is met and requires corrective 

action (i.e. low battery, high oscillation, high temperature). After the mobile application 

receives the analysis results and decisions, it transfers the data to the embedded SW to be 

presented on the build in display. Another stage in information exchange through this API is 

embedded SW update which is transferred from the cloud platform to the sensing device 

through the mobile application. 
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Figure 20 - UML sequence diagram for API between embedded SW and the PhasmaFOOD mobile app 

Sensory data will be transferred in batches once the embedded system collects the required 

spectral sample data and the camera image (depending on use case and scenario). Data models 

for the API will include: 

 Measurement configuration: 

o Use case, scenario, food type, scanning conditions. 

o List of sensors to be applied on data and spectrum to be analyzed. 

o Parameters for lighting sources. 
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o Compression, normalization and feature selection directives to be performed 

through data preprocessing on the embedded device.  

 Result reporting: 

o Transferring analysis result code used for displaying result on the built in display. 

 Device status data: 

o Report device battery status 

o Report device temperature 

o Report high oscillations 

o Report memory and processing resource usage during calculations 

o Report firmware version 

 Preprocessed measurements: 

o Collection of normalized spectral measurements for each sensor participating in 

the measurement configuration. 

o Compressed CMOS camera picture(s). 

o Timestamps.  

o Optional - selected features based on the configured use case and scenario. 

5.2 API mobile app-cloud 
A RESTfull API will be implemented between the PhasmaFOOD mobile application and the cloud 

platform. The Figure 21 provides the sequence diagram for this API. The API enables user 

registration and authorization. It enables users to add and authorize PhasmaFOOD devices 

associated with the mobile application instance/user profile. The profile management stage 

provides messages to be exchanged regarding user profile information, analysis history and 

notification about available firmware updates for sensing devices. The food sample analysis 

stage integrates messages and commands for measurement configuration, transfers 

preprocessed measurement data (processed on embedded SW and optionally on the mobile 

app), adds location data to processed measurements. In the opposite direction, the cloud 

platform provides the mobile application with analysis results, and notifications on analysis 

status. This API also enables downloading of a trained ML model for decision making from the 

cloud platform onto the PhasmaFOOD mobile app instance. 
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Figure 21 - UML sequence diagram of the mobile app - cloud platform API 

Push notifications from the cloud towards the mobile application will be performed with 

Google Cloud Messaging (GCM) and Apple Push Notification (APN) services.  

The REST API will employ JSON data model for exchanging information between the mobile 

application and the cloud platform. The API data models will incorporate the following 

information: 

 User registration 

o Email and password 

o Authorization level 

o Authentication token 

 Profile management 
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o Profile information 

o History of previous analysis results 

o Password updates 

o The latest firmware version available on the cloud  

 Preprocessed sensory and contextual data 

o Measurement configuration parameters 

 Use case and scenario selection and scanning process configuration 

indicators 

o Processed (compressed, normalized) measurement data with timestamps and 

geo location tags. 

o Selected features for specific use case and scenario 

o Device status data for logging 

 Push notification indicating that the analysis has started and finished 

 Analysis result 

o Result of the decision  

o Displaying preference 

o Regulatory information to be displayed to the end user 

5.3 API embedded-cloud 
This is an optional API that will be considered for implementation during the course of the 

project. This API enables direct communication between the embedded sensing device and the 

PhasmaFOOD cloud platform. It eliminates the PhasmaFOOD mobile application as 

intermediary in data analysis chain and data/result transfer. Figure 22 provides sequence 

diagram for the API. The communication technology that will be considered for implementation 

of this API is REST over WiFi. The main interface towards the end user would be realized 

through a web dashboard (configuration of a measurement, displaying results and providing 

notifications). 
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Figure 22 - UML sequence diagram for API between embedded SW and the cloud platform 

6. Security and Privacy Procedures 
The PhasmaFOOD software architecture follows privacy by design principles for setting up the 

basis for development of commercial software on top of the PhasmaFOOD enablers. Proof of 

concept security and privacy framework will be setup as part of the overall SW architecture. As 

per the requirements set in D1.2 (Section 5.7) [2], PhasmaFOOD ecosystem will have secure 

user authentication mechanism and a role-based access control (RBAC) (D1.3 Section 3.1.2) 

[44]. 

6.1 User registration and authorization 
For the communication between the mobile and the embedded devices, a pairing mechanism 

will be used where both of them will exchange their identity information to set up trust and get 

the encryption keys ready for the future data exchange [45].  

Table 5 summarizes the different categories of users, their role, and permission level: 

Table 5 - Data specifying user role and authorization levels 

Type Attribute Remarks 
Category C  

1. Individual Use  i   Individual user will instantly register 
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      [from Consumer Edition]  
2. Enterprise  

       [from Enterprise Edition]  
3. Research Institution  

     [from Science Edition] 

 
e 
 
 
r 

 1st account for an Enterprise or Research 
Institution will be created after validation 
from backend.  

 From later on user will get suggestion list 
from already registered Company or 
Research Institution. 

 Subsequent registration request will be 
notified to the nominated personnel but 
will be automatically registered as a 

“User” with “Read” permission. 
Role R  

a. User  
b. Admin 

usr 
adm 

 Individual accounts MUST be the admins 
of their account, i.e. can modify account 
details, delete profile. 

 Companies or Research Institutions MUST 
have 1 profile with admin role i.e. who can 
send invitation to add another employee 
and modify permission. 

Permission P It defines permission for data set. 
i. Read rd  Can view results only 

ii. Insert in  Can insert new results, but will be pending 
for verification 

iii. Update up  Can directly update training data set i.e 
results from Research Institution 

iv. Delete dl  Can delete a training data set 

v. Full fl  Can perform all actions (rd/in/up/dl/fl) 

 A user MUST be able to register using the app or web platform. 

 The platform MAY enable different popular social login features such as with Facebook, 

Twitter, LinkedIn account etc. to import basic user data and make simple registration 

process. 

 Input fields must be minimum for collected personal data. Required fields are: 

Table 6 - Required field for user profile 

Type Mandatory Fields Remarks 

i 

email_address 

city 

country 

For a personal user, we do not 
need his/her name, gender or 
other attributes. 
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password 

e 

company_name 

full_name 

email_address 
city 
country 
password 

 

r 

institution_name 

full_name 

email_address 
city 
country 
password 

 

 A user MUST be able to recover forgotten password. 

 The password must be of at least 8 characters. It MUST not be saved/transmitted in 

plain text. 

 City, Country, Company name etc. MAY be used to generate statistical reports and apply 
proper regulatory framework to decision making procedures. 

 PhasmaFOOD platform MUST have a common Terms and Condition for each category of 
user. 

 An individual user MUST be allowed to delete profile. For other categories, access 

mechanism SHOULD be used for profile administration. Admin account for a company or 

research institution MUST be deleted from the backend side. 

6.2 Device registration and authorization 
 Only PhasmaFOOD devices SHOULD be authorized to register to the platform. 

 A serial numbering rule MUST be adopted to identify manufactured devices.  

 Device id = PF||NN(year)||NN(batch)||(Bluetooth MAC) 

PF1701E05F45D117A2 is an example of a serial number of a PhasmaFOOD device. 

 Serial Number MUST be embedded into the MCUs and SHOULD be protected from 

Read-out. 

 On app interface, a user can see the list of associated devices with the account. 

 It SHOULD be possible to limit the number of device per user account. 
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6.3 Trusted data sources 
The PhasmaFOOD platform will benefit from the contribution of user performed scans. These 

results can be used to improve the machine learning algorithms utilized by the decision making 

mechanisms. Thus the platform SHOULD import new data sets from users, specifically from 

trusted users. The trusted user SHOULD have the insert or update permission. 

 Trusted Individual User: A user who has advanced skills on performing scans correctly - 

at this stage of the project trusted users will be consortium members and staff 

performing experimental measurements on their behalf.  

 Trusted Enterprise/Research Institution User: Selected user(s) can be assigned as 

trusted user - at this stage of the project trusted entity will be consortium members.  

 In case of updating new data sets, it shall come unmodified from a performed scan; This 

means that a trusted user (specifically users from a research institution) MAY have the 

possibility to download scanned raw data sets but SHOULD not be allowed to manually 

upload a data set though the web dash board. However, the platform in general MUST 

have the feature to insert data sets manually from the backend. This option can be 

enabled for a user for a very special case. 

Bluetooth Low Energy uses AES-CCM cryptography for encryption. Like the Classic Bluetooth, 

the LE Controller will perform the encryption function. This function generates 128-bit 

encrypted data from a 128-bit key and 128-bit plain text data using the AES-128-bit block 

cypher as defined in FIPS-1971 [14].  

Bluetooth LE also supports the authenticated data transfer over an unencrypted transport 

between two devices with a trusted relationship. This means that in some circumstances where 

the communication channel is not encrypted, the device could still have a method to maintain 

and ensure the data authentication. This is accomplished by signing the data with a CSRK. The 

sending devices place a signature after the Protocol Data Unit (PDU). The receiving device 

verifies the signature and, if the signature is verified, the Data PDU is assumed to come from 

the trusted source. The signature is composed of a Message Authentication Code generated by 

the signing algorithm and a counter. The counter is used to protect against a replay attack and 

is incremented on each signed Data PDU sent [14]. 

6.4 Privacy protection 
During development of the PhasmaFOOD software architecture consortium will follow privacy 

by design principles. This will set the basis for development of commercial software on top of 

the PhasmaFOOD research results and enablers. The following privacy statements are a non 

exhaustive and can be updated later as required.  

 Personal data that is no longer needed after the expiration of legal or business process-
related periods must be deleted. There may be an indication of interests that merit 
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protection or historical significance of this data in individual cases, especially for 

enterprises. 

 If personal data is collected, processed and used on websites or in apps, the data 

subjects must be informed of this in a privacy statement and, if applicable, information 

about cookies. The privacy statement and any cookie information must be integrated so 

that it is easy to identify, directly accessible and consistently available for the data 

subjects. 

 State-of-the-art industry standard data protection technologies will be implemented on 

PhasmaFOOD platform. This will be done by the means of employing TLS/SSL and HTTPS 

as secure tunnels for API implementation. 

7. Software Development Strategy and 

Framework 
The PhasmaFOOD software architecture and its components will be developed by following the 

agile development strategy (shown in Figure 23). The solution features realized in software will 

be tested and developed in cycles. Each cycle will start with requirement specification and end 

with validation from experimenters and use case integrators. Successful validation of a 

software enabler will lead to its inclusion into the current phase prototype. As mentioned at the 

beginning of the document, the PhasmaFOOD SW architecture will be developed in two stages: 

1. SW architecture supporting experiments, data set collection, model training and use case 

validations; 2. SW architecture based on use case validation results targeting end users of the 

PhasmaFOOD solution and administrators of deployed solution instances. In this section we 

also select tools, frameworks, libraries, SDKs, languages to be used for realization of the 

PhasmaFOOD SW platform.  



Project Title: PhasmaFOOD 

Contract No. 732541 
Project Coordinator: INTRASOFT International S.A. 

 

Page | 
70 

D2.1 -  Softwa re s pecifi cation fo r Phas maFO OD sma rt  food analys is syste m, 

Ve rs ion: v1.8 -Fi nal, Date28/07/2017 

 

Figure 23 - Overview of the agile SW development cycle 

Agile methodologies will be followed during the embedded software development. Some basic 

concepts of the Agile development can perfectly address the particularities of the embedded 

software development [46]. The iterative and incremental approach of software development 

provides regular feedback on the design evolution. The project requirements define the stories, 

small units of requirements, which are scheduled to be completed within a single iteration. 

Each iteration is like a stand-alone project ending after fixed amount of time and delivering 

some executable version of the final product. In the early iterations, prior to hardware 

availability some of these stories are demonstrated through tests and simulations. The stories 

provide early integration of simplified versions of the subsystems giving the developers 

valuable experience with the architecture. 

Concurrent engineering enables embedded software development to be decoupled from 

hardware development. Hardware abstractions are created in software that decouple software 

from hardware. The abstractions define an interface for interacting with the hardware by 

defining the service the hardware will provide. Hardware abstractions enable concurrent 

hardware/software engineering by allowing software development and testing to start prior to 

hardware availability. This important practice can also provide input into the hardware 

requirements and help define and refine the hardware/software boundary. 
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Agile methodology automates unit and acceptance tests so that new features do not break 

existing features. Unit tests provide examples of how a given module is used at a very detailed 

level and feedback to the developer that the code behaves as expected. Automated unit tests 

are written incrementally by the software developers in a tight feedback loop with the 

production code using the Test-Driven Development technique [47]. Acceptance tests 

demonstrate how larger groups of modules work together to deliver the product’s 

requirements. The acceptance tests are written in advance of the iteration, where the 

development is to be done, in a domain specific language so that non-engineers can read and 

possibly write tests. An open source tool called FitNesse [48] is often employed for automating 

acceptance tests.  

The software development will be supported with online source code repositories shared 

among project partners. These repositories (i.e. GitHub [49], Bitbucket [50]) will be used for 

tracking software development progress, commenting and synchronizing different 

development teams and merging and testing final software into PhasmaFOOD prototypes. 

Finally, each online repository will be supported with wiki page describing installation, usage, 

testing and validation procedures for every software architecture component.  

7.1 Languages, tools and frameworks for development 
The Table 9 shows selection of development languages, frameworks and tools for different 

parts of the PhasmaFOOD SW architecture. 

Table 7 - Development languages, tools and frameworks chosen for implementation of the PhasmaFOOD SW 
architecture components 

PhasmaFOOD SW 
architecture 
component 

Selected development 
language/SDK 

Justification 

Embedded SW 
C, C++, Python and 
Java 

High performance modular programming 
and rich libraries for embedded system 
management 

Android mobile app Java and Android SDK 
Standard for development of high 
performance Android applications 

iOS mobile app Swift 3 and XCode 
Standard for development of iOS 
applications 

Cloud backend 
Python 2.7 and 
Platform specific SDK 

Flexible development, quick prototyping, 
usually used in DA/ML, rich libraries for 
DA/ML, data manipulation and working 
with database, Django web framework 
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Cloud frontend Angular 2, HTML and 
CSS Development of feature rich and adaptive 

frontend 

Cloud DB Document DB - 
MongoDB Best suited for data structures and data 

warehouse organization 
REST API 
documentation 

Swagger 
Interactive API manipulation and testing 

 

7.2 Open source libraries 
The following open source libraries (see Table 10) will be tested and validated for realization of 

data analysis, decision making and data preprocessing procedures envisioned by the project. 

These are still tentative since decision on concrete algorithms to be applied at each phase of 

data analysis chain will come later in project after use case data sets are compiled. 

Table 8 - Open source libraries for realization of data preprocessing, analysis and decision making procedures 

Data analysis 
component 

Open source library Comment 

Embedded DA/ML 
Java (TensorFlow [51], Weka 
[52]), C++ (Shark [53], mlpack 
[54]), Python DA (NumPy, SciPy 
[55]) and ML (SciKit-Learn [56], 
TensorFlow [51]) 

Widely used and well document 
rich libraries for data analysis, 
complex mathematics and 
machine learning model training 

Mobile app DA/ML 
Android (TensorFlow [51], Weka 
[52]), iOS (DeepLearningKit [57]) 

Widely used and well document 
rich libraries for data analysis, 
complex mathematics and 
machine learning model training 

Cloud based data 
analysis and ML 

Python DA (NumPy, SciPy [55]) 
and ML (SciKit-Learn [56], 
TensorFlow [51]) 

Widely used and well document 
rich libraries for data analysis, 
complex mathematics and 
machine learning model training 

Cloud based analysis 
result visualization 

Python Matplotlib [58] 
Rich library for data visualization 
and interactive charts to be 
implemented on the cloud 
dashboard 
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7.4 SW Validation plan 
The validation plan for PhasmaFOOD SW architecture components will follow the agile 

development strategy set for the overall feature development, validation and complete 

solution prototyping.  

7.4.1 Training and test data sets 

During the project, experiments will be conducted to collect data sets necessary for realization 

of project use cases and scenarios. Collected data will be tested with existing DA/ML 

methodologies (i.e. implemented in MatLab) that partners working on use case realization have 

already validated. Collected data sets will be investigated in detail in order to assess 

opportunities for data normalization, feature selection and further compression in order to 

ensure most efficient data storing, handling and fast analysis. Partners working on realization of 

project use cases will apply available data analysis and preprocessing techniques on collected 

data sets and make decisions on the optimal set of procedures to be applied for each sensor 

reading, combination of sensors, use case and scenario. After this decision in made the selected 

algorithms will be developed as SW modules, tested, validated and integrated into the working 

prototype of the PhasmaFOOD solution.  

7.4.2 ML model training  

Based on collected and processed measurement, camera and contextual data, use case and 

scenario specific training data sets will be compiled from the overall PhasmaFOOD data 

warehouse. The use case data sets will be divided into training and testing portions. The 

training data set will be used for training ML classification and clustering algorithms with 

defined cost function in mind. Trained models will be validated against the test portion of the 

labeled data set.  

8. Conclusion and next steps 
In this deliverable the PhasmaFOOD consortium presents software architecture of the 

PhasmaFOOD solution applied to the project functional and system specifications and 

requirements. The main modules for realization of embedded software, which is to be 

implemented on the PhasmaFOOD sensing device, are specified. The PhasmaFOOD mobile 

application and its role in the software architecture are defined. The main building components 

of the PhasmaFOOD cloud platform are defined. The deliverable presents approaches for 

implementation of data analysis and machine learning processes, necessary for realization of 

the project use cases, as part of the overall software architecture. The cloud database design 

and high level sequence diagrams for all APIs are presented. Also, user interfaces are presented 

as well as usage UML diagrams for the mobile application and web dashboard featured on the 

PhasmaFOOD cloud platform. Finally, the deliverable states the main security and privacy 

protection procedures that are going to be followed throughout implementation of the 

software architecture. At the end, the document gives overview of the software development 
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techniques and tools that are going to be utilized in realization of the PhasmaFOOD software 

architecture and its components.  

As the next steps, this deliverable will be utilized by WP4 and WP5. Task 4.1 and 4.2 will receive 

the D2.1 deliverable as the main input providing high level specification of the mobile 

application, cloud platform, APIs, database and data analysis and decision making processes. 

Based on this input, the WP4 will prepare a detailed specification of the Software architecture, 

all modules, APIs, data models and procedures for data preprocessing and analysis. This will 

further guide software development, integration and validation. The Task 5.3 of the WP5 will 

use this deliverable as high level specification of the embedded software modules that are 

going to be implemented on the PhasmaFOOD sensing device. 
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APPENDIX  

A.1. Communication interfaces - Overview of Communication Protocols 
A.1.1 Bluetooth and Bluetooth with Low Energy 

Stack of Protocols 

Figure 24 illustrates the protocol stack of the (a) BR/EDR and (b) BLE implementations [59, 14]. 

The Bluetooth Controller uses an optional standard interface, the Host to Controller Interface 

(HCI), which enables two-way communication with the remainder of the Bluetooth system, 

called the Bluetooth Host. An implementation of the Bluetooth Core has only one Primary 

Controller, which may be a BR/EDR Controller, or an LE Controller, or a combined BR/EDR 

Controller portion and LE controller portion into a single Controller (Figure 25) [60]. A Bluetooth 

core system may additionally have one or more Secondary Alternate MAC/PHY (AMP) 

Controllers including an 802.11 PAL (Protocol Adaptation Layer), 802.11 MAC and PHY, and 

optionally HCI [9, 10, 11]. 
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Figure 24 - The protocol stack of the (a) BR/EDR and (b) BLE implementations [14, 59] 

 

Figure 25 - The structure of the communication stack for the combined BT module [10] 

Regarding the Bluetooth BR/EDR protocol stack (Figure 24a) [59], the lower physical layer 

handles the radio signal. The Baseband layer formats the packets before they are sent out. The 
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Link Manager Protocol (LMP) controls and negotiates all aspects of the Bluetooth connection 

between two devices. This includes the set-up and control of logical transports and logical links, 

and for control of physical links. The Logical Link Control & Adaptation Protocol (L2CAP) is used 

to multiplex multiple logical connections between two devices using different higher-level 

protocols. It provides segmentation and reassembly of packets, as well as quality of service 

related features. The Telephony Control Protocol Specification (TCS) is used to set up and 

control speech and data calls between Bluetooth devices. The Service Discovery Protocol (SDP) 

allows a device to discover services supported by other devices, and their associated 

parameters. Radio frequency communications (RFCOMM) creates a virtual serial data stream. 

RFCOMM provides a simple reliable data stream to the user, similar to TCP. It is used directly by 

many telephony related profiles as a carrier for AT commands, as well as being a transport layer 

for OBEX (Object Exchange) over Bluetooth. 

Regarding the Bluetooth LE stack of protocols (Figure 24b) [14], the Physical (PHY) Layer 

protocol controls the transmission/receiving of the 2.4Ghz radio with Bluetooth communication 

channels. BR/EDR provides more channels with narrower bandwidth, while LE uses fewer 

channels, but broader bandwidth. The Link Layer protocol defines packet structure/channels, 

discovery/connection procedure and sends/receives data. The Direct Test Mode allows testers 

to instruct the PHY layer to transmit or receive a given sequence of packets. The Attribute 

Protocol (ATT) defines the client/server protocol for data exchange once a connection is 

established. ATT is used in LE implementations and occasionally in BR/EDR implementations. 

The Security Manager defines the protocol and behavior that manages pairing integrity, 

authentication and encryption between Bluetooth devices. Using ATT, Generic Attribute Profile 

(GATT) groups services that encapsulate the behavior of part of a device and describes a use 

case, roles and general behaviors based on the GATT functionality. GATT is used only in 

Bluetooth LE implementations. The Generic Access Profile (GAP) works in conjunction with 

GATT to define the procedures and roles related to the discovery of Bluetooth devices and 

sharing information, and link management aspects of connecting to Bluetooth devices. 

Packet Structure 

Bluetooth BR/EDR 

The general packet structure of the Bluetooth BR/EDR system [9, 10, 11] is depicted in Figure 26 

along with a brief description on the information carried by each field of the packet. Packets 

normally only include the fields that are necessary to represent the layers required by the 

transaction. 
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Figure 26 - The general structure of the Bluetooth ER/BDR packets [9, 10, 11] 

All packets include a channel access code (CAC) used to identify communications on a particular 

physical channel. The information related to physical links is implied by the combination of CAC 

and the logical transport address (LT_ADDR) carried in the packet header. The packet header 

carries the LT_ADDR, which is used by each receiving device to determine if the packet is 

addressed to the device and is used to route the packet internally. The BR/EDR packet header 

also carries part of the link control (LC) protocol that is operated per logical transport. The EDR 

packets have an extra guard time and synchronization sequence field before the payload for 

physical layer change of modulation scheme. The payload header includes a logical link 

identifier field used for routing the payload, and a field indicating the length of the payload 

body. Some packet types also include a Cyclic Redundancy Check (CRC) code at the end of the 

packet payload, which is used to detect most errors in received packets, or a Message Integrity 

Check (MIC) just prior to the CRC field. 

Bluetooth LE  

The general packet structure of the Bluetooth LE system [9, 10, 11] is depicted in Figure 27 

along with a brief description on the information carried by each field of the packet. 
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Figure 27 - The general structure of the Bluetooth ER/BDR packets [9, 10, 11] 

The physical channel identifier is not contained in the packet, but is either fixed or determined 

at connection setup. All LE packets include the Access Address, which is used to identify 

communications on a physical link, and a PDU header. The Access Address determines whether 

the packet is directed to the advertising physical link or to an active physical link to a device. 

The PDU header determines the type of advertisement broadcast or logical link carried over the 

physical channel. Most advertising channel PDU payloads contain the advertiser's address and 

advertising data. For data channel PDUs that contain control commands, the data channel PDU 

payload contains a command opcode and control data that is specific to the command. For data 

channel PDUs that are data, the data channel PDU payload contains L2CAP data. 

A.1.2 Universal Serial Bus 

Packet structure 

There are three major types of packets encountered at the USB specification: token, data and 

handshake packets [15]. Figure 28 depicts the structure of these packets along with information 

on the number of bits that each field has. All packets begin with a synchronization (SYNC) field, 

which is used by the input circuitry to align incoming data with the local clock. A SYNC from an 

initial transmitter is defined to be eight bits in length for full/low-speed and 32 bits for high-

speed. Received SYNC fields may be shorter. SYNC serves only as a synchronization mechanism 

and is not shown in Figure 28. 
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Figure 28 - The fields of the major types of packets of the USB specification [15] 

The PID indicates the type of packet and, by inference, the format of the packet and the type of 

error detection applied to the packet. The four-bit check field of the PID ensures reliable 

decoding of the PID so that the remainder of the packet is interpreted correctly. The PID check 

field is generated by performing a one’s complement of the packet type field. A PID error exists 

if the four PID check bits are not complements of their respective packet identifier bits. 

An endpoint is a uniquely identifiable portion of a USB device that is the terminus of a 

communication flow between the host and device. Each USB logical device is composed of a 

collection of independent endpoints. Function endpoints are addressed using two fields: the 

function address field and the endpoint field. A function needs to fully decode both address and 

endpoint fields. The function address (ADDR) field specifies the function, via its address, that is 

either the source or destination of a data packet, depending on the value of the token PID. By 

definition, each ADDR value defines a single function. An additional four-bit endpoint (ENDP) 

field permits more flexible addressing of functions in which more than one endpoint is 

required. 

Cyclic redundancy checks (CRCs) are used to protect all non-PID fields in token and data 

packets. In this context, these fields are considered to be protected fields. 

 


